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Chapter 1
Introduction

This book addresses technical aspects of building operating system (OS) images for embed-
ded applications and contains a wide spectrum of practical information. A developer can

use this book as an everyday reference. It is our hope that this book will help the reader to
build successful solutions by using the Microsoft Windows Embedded CE platform. This book
is intended for everyone who develops or plans the development of embedded devices
based on Windows Embedded CE. If you are just learning about the Windows Embedded

CE operating system, this book can serve as a starting point for further learning. If you are
already familiar with Windows Embedded CE, this book provides advice and recommen-
dations for developing devices.

About This Book

The book consists of 10 chapters, a reference list, and resources, as follows.

Chapter 1: Introduction

This chapter provides a first look at Windows Embedded CE 6.0 R2, as well as its capabilities
and development tools. The chapter provides an overview of the operating system, where
and how it can be used, and a brief description of other available embedded operating
systems from Microsoft.

Chapter 2: Operating System and Application
Development Tools

The Windows Embedded CE 6.0 R2 operating system includes an easy-to-use suite of
developer tools that enables you to configure and build an image of the operating system,
develop drivers, and create applications. The chapter discusses the process of installing the
development environment and covers the available tools and their capabilities.

Chapter 3: Operating System Architecture

This chapter provides a detailed look into the architecture of the Windows Embedded CE 6.0
R2 operating system, including kernel architecture, virtual memory, processes, interrupts,
and scheduler. Windows Embedded CE 6.0 is a real-time, componentized, multithreading
operating system that supports preemptive multitasking and runs on multiple processor
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architectures, including ARM, Microprocessor without Interlocked Pipeline Stages (MIPS), x86,
and SH4. The Windows Embedded CE operating system operates in the virtual address space
of 4 gigabytes (GB). The system kernel uses the upper 2 GB of virtual memory in the OS,
while the user process uses the lower 2 GB of virtual memory.

Chapter 4: Build System

This chapter addresses the Windows Embedded CE 6.0 R2 unified build system for OS
images. The Windows Embedded CE tools use a unified build system. An operating system
can be built by using the Microsoft Visual Studio 2005 integrated environment or by using
the command line. The build tools are composed of batch files and console utilities. The build
process is controlled by the preconfigured environment variables and the parameters that
are passed when a program call is made. Environment variables are initialized during the first
stage by using the command files (the PBInitEnv.bat file is called, from which a call is then
made to the Wince.bat file by supplying it with all necessary parameters). Blddemo.bat is the
main command file of the build system. It represents a point of entry into the system be-
cause it launches other files and build utilities that can launch other command files and build
utilities.

Chapter 5: Board Support Package (BSP)

This chapter discusses various aspects of the BSPe, such as the architecture, the structure of
package directories, and the common platform code. The BSP enables a developer to build
a run-time image for a specific hardware platform. To build an operating system image for
a hardware platform, it necessary to have the corresponding BSP. Usually, BSP develop-
ment is the most labor-intensive part of building a device. BSP development requires that
the developer know the hardware architecture as well as the operating system architecture.
All interaction between the operating system and the device is implemented in the BSP.
Therefore, the quality of the BSP determines the resulting quality of the device.

Chapter 6: Driver Architecture

This chapter covers the architecture of drivers for Windows Embedded CE 6.0 R2, including
classification according to various criteria, implementation architecture, native and stream
drivers, loading drivers, and driver development. A driver represents code that provides the
operating system with an interface to a physical or a virtual device. The operating system
expects a driver to implement a predetermined interface, which creates an abstraction of a
specific hardware or virtual device implementation. Under Windows Embedded CE, in most
cases, a set of functions and control codes (IOTCLs) represents this interface that the driver
code implements. The driver infrastructure makes it possible for a certain component of the
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operating system to enable other components of the operating system and applications to
use an integrated interface with the hardware, regardless of its implementation.

Chapter 7: Starting the Operating System

Understanding the processes that occur at system startup is important for building Windows
Embedded CE-based devices. By looking at the process of system initialization, you can more
clearly understand the role of each component included in the system kernel, as well as the
role of the code supplied by Microsoft and the one developed by the BSP manufacturer.

Chapter 8: Building Devices

The process of building devices on the Windows Embedded CE platform can be divided into
the following several stages:

B Device planning.
@ Defining the device requirements.
@ Choosing and/or planning the development of the hardware platform.
0 Selecting the base template of the operating system design.
B Developing the hardware platform (optional).
B Developing and updating the BSP for a selected hardware platform (optional).
0 Launching Windows Embedded CE on a target hardware platform.
0 Updating and developing the drivers.
B Operating system design.
0 Configuring a run-time image.
0 Application development.
0 Building a staging version of the OS image.

0 Building a Software Development Kit (SDK) set to provide outside developers
with an opportunity for development under this device.

0 Building the final version of the image for the release.
B Image testing.

B Planning for image deployment and the process of image deployment.
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Chapter 9: Application Development

This chapter covers the differences between native (unmanaged) and managed code, choos-
ing when to create an OS design subproject or a separately developed project, how to pre-
pare for application development, making device connections, and application debugging
approaches.

Device applications for Windows Embedded CE can be developed by using the native code
and managed code. You can develop native code applications either as subprojects of the
operating system design, or as separate projects. While developing projects in the na-

tive code separately from the operating system design, you must first build a design of the
operating system for which you will be developing applications. After that, you can create
an SDK and install it on a development workstation. You can develop applications that use
managed code only as separate projects. However, as opposed to native code applications,
managed code applications do not require an SDK to be installed. Instead, they rely on the
device's run-time environment.

Chapter 10: Testing Operating System Images

The process of testing operating system images for target devices is an integral part of
the device-development process. A thorough and regular testing during the development
stage reduces the overall cost of the device maintenance during its life span. Testing and
verification also enable developers to find potential problems and resolve them.

Microsoft’s toolset offers a wide selection of advanced testing tools included in the Windows
Embedded CE Test Kit (CETK).

Glossary

The glossary contains a listing of terms used in the book and their explanation.

References

This section contains the literature sources that were referred to or otherwise used for writing
the book.

Resources

A list of useful resources, such as:

Web sites.
Newsgroups.
Developer forums.
Books.
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Embedded Systems

Each day, computer technologies are becoming more and more integrated with our lives.
Most of us cannot imagine being without a cell phone or an MP3 player. No one is surprised
to see an automated teller machine (ATM) on the street or at a subway station. People’s
homes often contain cable and satellite receivers. A growing number of amateur photogra-
phers prefer digital cameras. What do all these devices have in common? The answer is quite
simple—they all have a microprocessor. Often times, these microprocessors are very power-
ful. Not long ago, most computer users would have dreamed about having the processing
capabilities available to us now. Yet, in order to utilize a modern processor and to make sure
it performs its assigned functions, you need to have an operating system and an application.

At the initial stage of the embedded device market 10 years ago, the producer had no other
choice but to create a new, specialized operating system for each new device that was tightly
integrated with software responsible for the execution of certain functions. This approach,

in addition to being time-consuming, required the efforts of a large team of highly skilled
programmers. All of this, in turn, resulted in high development costs and high product costs,
which sharply limited the number of potential consumers. Despite this, demand for various
intelligent devices noticeably increased. The emergence of specialized operating systems
designed for a broad spectrum of solutions helped in addressing the resource and time
requirements of the development. Now, developers can focus on creating applications and
implementing new features for consumers.

In 1996, Microsoft Corporation introduced its first Microsoft Windows CE 1.0 operat-

ing system for non-personal-computer embedded devices. Microsoft wanted to create an
operating system suitable for a wide range of tasks and provide developers with the op-
portunity to use already existing knowledge in the development of programs for computers
running Windows, through the use of a common programming interface for all systems.

In this way, the task of creating a single platform for embedded devices was resolved.
Developers who have experience in writing software for desktop computers could build
applications for embedded devices. This development also fulfilled an important requirement
for the platform, which is the ability to implement all the latest achievements in information
technology, such as Internet technologies, wireless communications, and digital audio and
video recording. All this has led to a further reduction in costs and development time, and
thus enabled developers to create mass-produced, high-tech devices.

Today, Microsoft offers manufacturers and developers of embedded devices a line of
operating systems. This line includes several classic operating systems that have licens-

ing restrictions to be used only with embedded and non-personal-computer devices; two
operating systems designed for general use; an operating system targeting a certain market;
as well as versions of server operating systems for creating specialized network servers.
Specifically, Microsoft includes:
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B Windows Embedded CE is designed for mobile devices, terminals, cell phones and
IP phones, multimedia devices, TV/video consoles, industrial automation equipment,
and other devices that require a minimum size, integration of multiple microprocessor
architectures, and support for real-time operations.

B Windows XP Embedded is designed to be used in ATMs, gaming devices, heavy-
duty TV/video consoles, cash registers, point-of-sale devices, and information kiosks—
Areas that require high productivity, data security, the use of standard computer
equipment, and minimal expenses for developing and using software applications.

B Windows Embedded for Point of Service (WEPOS) is designed for the service in-
dustry. It is based on the Windows XP Embedded technology, and it enables original
equipment manufacturers (OEMs) to deploy from standard distribution media.

B A line of embedded server solutions from Microsoft is a logical conclusion of the
broader line of embedded operating systems. It enables developers to build infrastruc-
ture solutions based on the Windows Embedded platform.

Aside from the operating systems mentioned above, it is necessary to also mention the
Microsoft Windows Mobile operating system, which is designed for the manufacturers of
pocket PCs and smart phones. It is based on the CE operating system and contains additional
wireless technologies and specialized software.

Windows Embedded CE History

The history of Windows Embedded CE began in 1996, when Microsoft released its first oper-
ating system (CE 1.0) for non-personal-computer devices, which was originally positioned for
the pocket PC market. In 1997, the system (2.0 CE) became componentized and was designed
for a wide range of devices and more processor types. Following that, there were two more

minor releases (2.11 and 2.12), which expanded and enlarged the functionality of the operat-
ing system. Version CE 3.0, released in 2000, contains support for real-time operation and ad-
vanced multimedia technologies such as DirectDraw, DirectShow, and Windows Media Player.

The next version (CE 4.0) came out in 2001. It contained support for advanced technologies
such as Direct3D, Universal Disc File System (UDFS), Simple Object Access Protocol (SOAP),
advanced power management, and SQL Server CE database. Minor releases 4.1 and 4.2 pro-
vided developers with expanded accessibility functionality by adding support for viewing
files, Bluetooth profiles, and IPv6, as well as support for Voice over Internet Protocol (VolP)
telephony, transaction-safe FAT (TFAT), and .NET Compact Framework 1.0.

In 2005, Microsoft released the next version of the system (CE 5.0), which provided develop-
ers with support for new technologies, such as Universal Serial Bus (USB) 2.0, Secure Digital
Input/Output (SDIO), Windows Media 9, and Microsoft Internet Explorer 6, as well as a uni-
fied build system, release-quality drivers, and a BSP with a dedicated general development
infrastructure of BSP and OEM adaptation layer (OAL) available to the developer. In re-
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sponse to the demands of today's embedded devices market, Microsoft released a Network
Multimedia Feature Pack in 2006.

With Windows Embedded CE version 6.0, released in the fall of 2006, the system architecture
has undergone substantial changes. Now every process has 2 GB of virtual memory (previously
32 MB), and the number of possible simultaneously running processes increased to 32,000 (pre-
viously 32). In previous versions, parts of the system kernel were implemented as a set of sepa-
rate processes, whereas in Windows Embedded 6.0, they are combined into one kernel. System
processes have become dynamic-link libraries (DLLs) that are loaded into kernel space. This
increases the performance of the operating system, reduces overhead for system application
programming interface (API) calls, and unifies the kernel interface. Now a developer can load
drivers into kernel space and also be able to create drivers that load in a special user process.

In November 2007, Microsoft released the Windows Embedded CE 6.0 R2 upgrade, which
adds new components and BSP packages to the CE 6.0 operating system.

Windows Embedded CE Solutions

Many developers come across different versions of Windows Mobile created on pocket
computers based on Windows CE, and that may create a stereotype that CE was intended
exclusively for mobile devices. In reality, there are already Windows CE-based solutions avail-
able for various applications, from car-based computers, consumer electronics, and telecom-
munication equipment to industrial automation systems and robotics equipment. The entire
spectrum of available applications was initially designed in the system'’s architecture. As
opposed to many other operating systems, from the beginning, Windows Embedded CE was
created without being tied to a specific processor architecture or hardware implementation.
The only limitation was that it used a 32-bit processor. Today, Windows Embedded CE 6.0
supports four processor architectures (ARM, MIPS, SH4, and x86) and a considerable number
of their implementations offered by different processor manufacturers.

Windows Embedded CE provides developers with flexibility to choose from more than 600
components that can be used to create operating system images that include only the
functionality that is necessary for a given device. The operating system offers application
developers a set of APIs based on standard Win32 API as well as additional APIs specifically
for embedded devices. Because Windows Embedded CE supports only part of the Win32 API
and has certain specifics that have to do with the embedded nature of the operating system,
applications written for the desktop versions of the Windows operating system may require
additional adaptation and modification in order to be functional on embedded devices.
Either way, launching programs on a device requires recompiling.

Similar to the desktop versions of Windows, Windows Embedded CE uses a standard format
of the executable file—Portable Executable (PE), which enables the developer to use the ma-
jority of standard utilities that support PE format, such as Dependency Walker or DumpBin.
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Windows Embedded CE 6.0 offers the developer a wide range of opportunities and supports
a large selection of technologies, such as:

B Rapid systems and application development.
0 ARM emulator and design templates for various types of devices.
0 AYGShell API, which ensures compatibility with Windows Mobile applications.

0 .NET Compact Framework 2.0 and 3.5, including the headless device version,
Active Template Library (ATL), Microsoft Foundation Classes (MFC), Windows
Template Library (WTL), Standard Template Library (STL), ActiveSync, Exchange
Server client, intermediate Global Positioning System (GPS) driver, Speech API 5.0,
Windows Messenger, Pocket Outlook Object Model (POOM), Extensible Markup
Language (XML), and Microsoft SQL Server Compact 3.5.

o Simple Network Management Protocol (SNMP).
@ 3.9 million lines of source code, 100 percent of the source kernel code.

0 Production Quality OAL (PQOAL), a set of libraries and source code for creating
the OAL.

o BLCOMMON, a set of libraries and source code for creating a boot loader.
@ Production-quality drivers and BSPs included with the shipped product.
0o Reference implementations of drivers and technologies.

0 Support for several languages and building devices with several language
interfaces.

B Network and wireless technologies.

0 Transmission Control Protocol/Internet Protocol (TCP/IP), IPv4, IPv6, Network
Driver Interface Specification (NDIS) 5.1, Winsock 2.2, Internet Protocol security
(IPsec) v4.

0 Personal area network (PAN), local area network (LAN), wide area network
(WAN), Bluetooth, 802.11.

o SOAP, OBject EXchange (OBEX), Lightweight Directory Access Protocol (LDAP)
client, Remote Desktop Protocol (RDP).

0 VolIP, real-time communications (RTC), Session Initiation Protocol (SIP).

0 Radio Interface Layer (RIL), support for Short Message Service (SMS), Wireless
Application Protocol (WAP), support for Subscriber Identity Module (SIM) cards.

0 Remote API (RAPI) and RAPI2, Point-to-Point Protocol over Ethernet (PPPOE),
Telephony Application Programming Interface (TAPI), virtual private network (VPN).
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B Server-side technologies.

]

a

a

a

Telnet, File Transfer Protocol (FTP), server message block (SMB), Common Internet
File System (CIFS), Microsoft Message Queuing (MSMQ), Remote Access Service
(RAS), Point-to-Point Tunneling Protocol (PPTP), Universal Plug and Play (UPnP).

Web server with support for Active Server Pages (ASP).
Parental control.

Print server, Web proxy.

®  Multimedia.

a

[

]

]

]

DirectDraw, DirectShow, Direct3D.

Windows Media Player, Windows Media Audio (WMA), MP3.
Internet Explorer.

DVD Video API.

Digital Rights Management.

B Storage and file systems.

]

]

]

]

File Allocation Table (FAT), TFAT, Extended File Allocation Table (exFAT), binary
ROM image file system (BinFS), Object Store.

CD File System (CDFS)/UDFS.
File System Driver (FSD) Manager, cache manager.

CEDB, EDB database.

With its wide selection of technologies and support for a variety of independent third-party
software, Windows Embedded CE enables developers to create a broad range of devices,

including:

Personal mobile devices.

Tablet PCs.

Smart phones.

IP Phones.

Digital cameras.

Personal multimedia devices.

Thin clients.

Gateways.

TV/video plug-in devices.

Industrial controllers.
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B Medical equipment.
B Printers.
B Scanners.

B Gaming devices.

The development tools for Windows Embedded CE 6.0 are integrated with Visual Studio
2005. They are supplied as an addition to this advanced development suite. Integration with
Visual Studio makes it possible to use a single environment for application and system de-
velopment. Along with the new development tools, the tool suite also includes a new ARM
device emulator integrated with Platform Builder, which simplifies configuration tasks and
the process of developing and testing of operating system images. The entire capability of
the Visual Studio source-code editor is now available to CE 6.0 developers, including syntax
highlighting and Microsoft IntelliSense technology. New graphic editors are available, includ-
ing registry editor and OS image editor. Windows Embedded CE 6.0 uses the improved Visual
Studio 2005 compiler, which has better compatibility with C++; includes improved libraries;
support for CRT, ATL, and MFC; and more advanced run-time safety checks. The new version
of CE also includes postmortem debugging. This presents additional opportunities for diag-
nosing potential problems and optimizing the efficiency of the system. The software package
includes a utility that determines the appropriate run-time license and supports export of
reports into HTML. This improves coordination and tracking while working with a project.

Developer Workstation Requirements

B Microsoft Windows 2000 Professional with Service Pack 4 or Windows XP Professional
with Service Pack 2.

B Minimum 933 MHz processor (2 GHz is recommended).
B Minimum 512 MB RAM (1 GB is recommended).

B 18 GB of free disk space for installation.

B 1 GB of free disk space on system disk.

® DVD-ROM drive.

A trial version of Windows Embedded CE can be obtained from a local distributor of embed-
ded Microsoft systems; it can also be ordered or downloaded from the Microsoft Web site.

Windows Embedded CE installation instructions are included in the setup CD supplied with
the software. You can also use step-by-step installation instructions in Chapter 2, “Operating
System and Application Development Tools.”



Chapter 2
Operating System and
Application Development Tools

Microsoft Windows Embedded CE includes a set of tools to assist with the design and config-
uration of operating system (OS) images, as well as the development of drivers, services, and
applications. Platform Builder for Windows Embedded CE 6.0 is a plug-in for Microsoft Visual
Studio 2005. Windows Embedded CE includes a version of Visual Studio 2005 Professional
and the Platform Builder toolset. During Platform Builder installation, Platform Builder’'s Help
is integrated with Visual Studio’s Help.

Using the popular Visual Studio development suite as a base for the Windows Embedded

CE 6.0 development toolset makes it possible to substantially increase the ease of image
development under Windows Embedded CE. Visual Studio includes helpful features such as
Microsoft IntelliSense auto-complete, syntax highlighting, the graphic registry editor, the sys-
tem image viewer, and many others. In addition to the development tools, Platform Builder
also includes numerous command-prompt utilities that assist with certain tasks during the
development of plug-in devices. In subsequent chapters, | cover the core toolset and some of
the additional utilities in more detail.

Installing Visual Studio 2005

Because Windows Embedded CE development tools are an addition to Visual Studio 2005,
setup should begin with the installation of Visual Studio 2005. After you insert the distribu-
tion DVD into the DVD drive with the Auto-Play option enabled, the Visual Studio 2005 in-
stallation screen appears, as shown in Figure 2-1.

11
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ual Studio 2005 Setup

. Microsoft
&

Visual Studio 2005

Install Yisual Studio 200%
w Install Wisual Studio 2005 features and required
components,

P Install the MEDN Library, which includes Help for Yisual
Studio,

rnsg} Install Product Documentation

Check for Service Releases
Check for the latest Service Releases to ensure optimal

functionality of Visual Studio 2005,

Wiew ReadMe Exit

FIGURE 2-1 Visual Studio 2005 installation screen

The only available option is Install Visual Studio 2005. After you click this option, the Welcome
to the Microsoft Visual Studio 2005 Installation wizard screen appears, as shown in Figure 2-2.

icrosoft Yisual Studio 2005 o=

. Microsoft:
&

Visual Studio 2005

Welcome to the Microsoft ¥isual Studio 2005
installation wizard.

This wizard guides you through installing this program
and all required components,

Help Improve Setup

You can submit anonymous information about your
wisual Studio setup experiences to Microsoft, To
participate, check the box below.

™ *fes. send information ahowt my setup experiences to Miciosaft Microsoft

Visual Studio 2005

\dJFor more information, click Data Collection Policy.

Loading complsted. Click Next to continue:

< Previous | MNext > | Cancel |

FIGURE 2-2 Welcome to the Microsoft Visual Studio 2005 Installation wizard screen

Click Next and read the terms and conditions. If you agree, select | accept the terms of the
license agreement and enter the license key, as shown in Figure 2-3.



osoft ¥isual Studio 2005 Setup - Start Page

. Microsoft
L

Visual Studio 2005

Installing Visual Studio 2005

continuing with the installation.
Zome components require that netwark
connections be temporarily suspended
during setup.

': Please exit all applications before

(i) Eetup has detected that the following required
components are already installed:;
+  Microsoft windows Installer 3.1

+  Microsoft MET Framewaork 2.0
+  MSkML 6.0 Parser

(i) Setup will install the following components:
+  Microsoft Docurnent Explorer 2005
+  Microsoft Wisual Studio 2005

To install, you must accept the End User License
agreement and enter your praoduct key.

End User License Agreement -
Be sure to carefully read and understand all of the rights and
restrictions described in the EULA. You will be asked to review
and either accept or not accept the terms of the EULA, This
product will not set up on your camputer unless and until you
accept the terms of the EULA. For yvour future reference, you
may print the text of the ELLA from the eula.txt file of this
product, You may also receive a copy of this EULA by contacting
the Microsoft subsidiary serving your country, or by writing to @
Microsoft Sales Information Center/One Microsoft
Way/Redmond, W& 98052-6399,

Print
I have read, understond and agreed to the terms of the End User
License Agreement and so signify by clicking ' accept the terms of
the License Agreement’ and proceeding to use this product,

[

Praduct key:
\ Il Il Il Il \

Mame:
[Stanislar Paviaw |

< Previous et » I Cancel |

FIGURE 2-3 License key entry screen

The Microsoft Visual Studio 2005 Setup wizard prompts you to select the installation type:

Default, Full, or Custom. Choose Default, as shown in Figure 2-4.

osoft Yisual Studio 2005 Setup - Dptions Page

. Microsoft*
L

Visual Studio 2005

=101 x|

Select features to install:

® pefault
Installs the recommended features for the product

QO Full

Installs all features for the product

Q custom
Select features to include and exclude from the
praduct

N
This option installs the most commeonly used features of the
product.

=
Product install path:
|E'\Prnglam Files\Microsaft Wisual Studio 8% ‘ Browse I

Feature description:

Disk space requirements:

Valume: | Disk Size [ Avallable | Requied | Remaining |
468 GE 1.6 GB 26 GB 290GE

o: 54.7 GB 6.8 GB Obytes .8 GE

G 45,5 GB 5.5 GE Olytes 36566

< Previous | Tnstall I Cancel

FIGURE 2-4 Options page

Click the Install button and wait for the setup routine to finish, as shown in Figure 2-5.
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icrosoft Yisual Studio 2005 Setup - Install Page

.. M\t.r;.:sah' -
o Visual Studio 2005

Installing Components:

B Microsoft Document Explorer 2005 L il i
. Microsoft Wisual Studio 2009 # Build applications for Pocket PC
+ NET Compact Framework 1.0 SP3 g”d Sr”;";ph“”e “”th;r; -MET
+  .MET Cornpact Framewark 2.0 °"'Ipa 'ETE:‘:" i
«  Microsoft visual 1# 2.0 Redistributable b L Tl
Package ) ) spplication development and
+  SQL Server 2005 Mobile Edition tasting
*  Microsoft Device Emulatar version 1.0 ® Create Web applications which
+  Microsoft 3QL Server 2005 Express Edition dynamically render to hundreds
«86 of mobile device types

Instaling Microsoft Document Explorer 20085...

< Brevious Hest > Cancel

FIGURE 2-5 Setup routine progress

After the installation completes, a screen appears indicating that the Visual Studio setup
completed, as shown in Figure 2—6. Click Finish.

icrosoft Yisual Studio 2005 Setup -

. M\(.rElth' &
o Visual Studio 2005

g Success
Visual Studio Setup is complete.

Visual Studio Setup has completed. (i) security Notes:
Read the security notes.

It is highly recommended that you update
this computer with the latest security patches
for your operating system. See the Windows
Update web site,
http://windowsupdate.microsoft.com, for the
latest updates. You can also get updates for
Windows 2000, Windows XP and Windows
Server 2003.

s To analyze your computer for security
wvulnerabilities, see Microsoft Baseline
Security Analyzer (MBSA). MBSA
includes a graphical and command line
interface that can perform local or remote
scans of Windows systems. MBSA runs on
Windows 2000 and Windows XP systems.

s If Microsoft Internet Information Services

<E|evinus| Cancel I

FIGURE 2-6 Setup completion
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After a while, a Setup Menu screen appears with links to all setup options enabled, as shown

in Figure 2-7.

isual Studio 2005 Setup

Micri

L 2 1l e
o Visual Studio 2005

iChanoe or Remove ¥isual Studio 2005
Repair, reinstall, ar install additional VYisual Studio 2005

features. vou can also uninstall Wisual Studio 2005,

n\s% Install Product Documentation

P Install the MSDM Library, which includes Help for visual
Studio,

Check for Service Releases
Check for the latest Service Releases to ensure optimal

functionality of Visual Studio 2005,

Wiew FeadMe E it

FIGURE 2-7 Setup options

You must install the product documentation. Click Install Product Documentation. After you
click this option, a Welcome to the Setup wizard for MSDN Library screen appears, as shown
in Figure 2-8.

MSDN Library for ¥isual Studio 2005 - Setup Wizard 1 1[

Welcome to the Setup Wizard for MSDN Library
for Visual Studio 2005

The Setup Wizard will install MSDM Library For Yisual Studio 2005
on your computer For use in Yisual Studio 2005, To continue, click
[0 welcome Mesxt,

WARNING: This program is prokected by copyright law and
international kreaties.

< Back

Cancel Help

FIGURE 2-8 Setup wizard

Click Next. The license agreement screen appears, as shown in Figure 2-9.
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|“% Windows Embedded CE 6.0 RZ Setup 5'

Setup
Setup will install updates and new features For the Windows Embedded CE 6.0 release,

Select the BSPs wou wish ko add

This Feature includes updates and
= - | Board Support Packages new features For the Windows

X v| Yoice over [P PRAZT0; ARMW4D Embedded CE 6.0 release.

¥ - | HP Compaq t5530 Thin Clienk: <86

This Feature requires OKE on wour
hard drive. It has 1 of 1

The following BSPs are included in this package: subfeatures selected, The
subfeatures require 431MB on your
Yoice over IP PRAZT0: ARMY4L hard drive.
STiv109: SH4

HP Compagq t5530 Thin Client: %56

If a BSP is nat lisked in the Feature tree then the corresponding cpu architecture must be installed From
‘Windows Embedded CE 6.0 prior ta this installation.

< Back I Mext = I Cancel

FIGURE 2-36 BSP selection

Choose the BSPs you want to install and click Next. A screen appears indicating that packages
are ready to install, as shown in Figure 2-37.

FIGURE 2-37 Ready to Install screen
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Click Install to launch the setup process and to bring up a screen showing the setup progress.
Wiait until setup completes. This may take 20-30 minutes depending on the processor speed.
A screen appears indicating that the installation process has been completed, as shown in
Figure 2-38.

i Windows Embedded CE 6.0 R2 Setup ] x|

Completed the Windows
@ Embedded CE 6.0 R2 Setup Wizard

Click. the Finish button to exit the Setup ‘Wizard.

e B e

FIGURE 2-38 Installation completion screen

Click Finish. Installation of Windows Embedded CE 6.0 R2 is now complete. Note that
Windows Embedded CE 6.0 R2 contains all upgrades for Windows Embedded CE 6.0 that
were released prior to Windows Embedded CE 6.0 R2. After Windows Embedded CE 6.0 R2
has been installed, you need to install all the necessary updates that have been released
since Windows Embedded CE 6.0 R2.



32

Chapter 2 Operating System and Application Development Tools

Development Tools Interface

Main Views, Windows, and Menus of the Design Interface

After a new OS design project has been created, the main window of Visual Studio 2005 ap-
pears, as shown in Figure 2-39.

#0 CEBook - Microsoft Yisual Studio i == x|

File Edit Yiew Project Buld Debug Target Tools ‘Window  Community  Help
e - E @ % Barn |9 - - B- | b Deviee Emulate - Platform Builder {_TGTCRU) - | [

Z |06 0 8 @5 L iDevice: CEDevice - 8 % =g
: i i /Helpﬁle.cpp}/gtart Page | - X
I(Unknown Scope) j I j
Lewl Solution 'CEBaok (1 project) = L// return the current file size
- N
£l W CEBook O DUORD FileStream::FileSize()
& c:iwncEeno . —
- £ PLATFORM
- [ PRIVATE B if { INVALID HANDLE VALUE == m hFil
= 3 PUBLIC il — — == m_hFile)
cellcore return 0;
common
datasync return GetFiledize (m hFile, NULL):
deam
direct: i
FP_YOIP
diex /f return the current byte position of the open file

= ie - E BOOL FileStream::CurrentByte (BEYTE *h)

i T -|
@Solution Explorer |y Catalog Ttems View |@Class view | 4] | »
Oukput -~ 1 x
Show output from:  Windows CE Debug - _ﬂ ,JJ E:N B

=
-
[l »

[C@&Code Definition Windaw | *ECall Brawser | 5] Cutput

Ready Ln1 Col 1 Chi NS

FIGURE 2-39 Visual Studio 2005 main window

The upper portion of the screen contains the menu and a set of toolbars. The selection of
toolbars changes depending on the current environment mode: code editing mode, debug-
ging mode, and so on. After Platform Builder for CE 6.0 has been installed, the standard tool-
bars have all available options enabled, and a new Target toolbar appears, as shown in Figure
2-40 (lower-right-hand corner), which enables you to choose a target device to be loaded, to
plug or unplug a device, as well as to open Target Control or Connectivity Options.

@ CEBook - Microsoft Yisual Studio i _1&] x|
File Edit Wiew Project Buid Debug Target Tools Window Community Help

A S @ b B9 - - S EL| b Devies Emulate ~ Flatform Buider (_TGTCR) - | (B )
e Z2 @RS BB AR, o o - oo [E1F

FIGURE 2-40 Toolbar options
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The left section of the screen contains a workspace with several views. By default, it has the
following three views selected: Solution Explorer, Catalog Items View, and Class View. The
right section of the screen contains the source-code editor. The bottom section contains
various windows, including the Output window (Windows CE Debug and Windows CE Log),
Code Definition window, and Call Browser.

The new tools support IntelliSense for the Windows Embedded CE source code and for ap-
plications, as well as for configuring system files. Platform Builder also includes a graphical
interface for the registry editor and .bin file editor. The graphical registry editor is opened
automatically when you double-click the registry configuration file in the design window, as
shown in Figure 2—-41.

29 CEBook - Microsoft Yisual Studio _[8]x]

File Edit Wew Project Build Debug Target Tools  Window  Community  Help
Eﬂ -E-E | f BB 9™ - 5L | b Device Emulabc = Platform Builder {_TGTCRU) - | (3
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@ |[ T3 HKEY_CLASSES_ROOT | [ Mame | Type | Data [ z
= ||| =3 HKEY_CURRENT_USER 2 (Defauly REG_5Z [walue not set) E
o || B HKEY_LOCAL MACHINE 8] DeviceAmayindex REG_DWORD 000000000 (0] g
z -3 Camm Ron REG_SZ CormlB550.0 e
F: -3 ControlPanel 8] Flags REG_DWORD 000000010 [16)
E B Drivers ) ] IClass REG_SZ {CC519540-B449-48a0-BE17-DFEDT...
5 -0 BlockDevics 8] 1oBase REG_DWORD 000000258 (760)
& Hg gﬁ;&:'g [ loLen REG_DWORD 0400000008 (£)
= o3 DA ) Order REG_DWORD 000000000 (7]
z 03 GEMO7I0.1 =] Prafis REG_SZ COM
“ - ol
< O GSMOTI0_2 ) Sysiny REG_DWORD 0+00000013 [19)
i] - Parallel
o
# .
5 - Serial2 ]
= -0 Seriald
- Speaker
- tprux
- tprmus2
[ ttpruxd
- tprousd
23 WinCOM
-3 Display
£ DMa |
[ Source
[ﬁ Code Definition Window]'}El Call Browserl@ Output]

Ready

FIGURE 2-41 Graphical registry editor

In order to open a .bin file for viewing or partial editing, choose Open from the File menu.
In the menu that appears, choose File to display a standard Windows dialog window for
opening files. From there, choose the .bin file and click Open. Figure 2-42 shows the content
of the NK.bin file.
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File
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FIGURE 2-42 .Bin file content

If you open the .bin file as a project (Project/Solution from submenu Open), the image can
be loaded onto a device and debugged. Now let us take a closer look at each of the views of
the main workspace area.

In the Solution Explorer view, you can see a Windows Embedded CE catalog hierarchy, con-
figuration files, OS design subprojects, and Software Development Kit (SDK). The Solution
Explorer view also shows the Favorites folder, where you can add links to frequently used

parts of the hierarchy of the Windows Embedded CE source code, as shown in Figure 2—-43.
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m Solution 'CEBook' {1 project)
B @) CEBook
B~ & C/WINCESDD

- % Favorites

- [ Parameter Files

. Subprojects

[ woIP_PEAz70
- 3 PRIVATE
[~ 3 PUBLIC

@Solut\on Explorer | Catalog Items Yiew ||£Class View

FIGURE 2-43 Windows Embedded CE catalog hierarchy

Once you have selected the node from the Solution Explorer, you can perform the following
actions, as shown in Figure 2-44:

Build BSP, OS components, subprojects, and so on (Build, Rebuild, Sysgen, Build and
Sysgen, Rebuild and Clean Sysgen).

Open Dirs or Sources file (Open), depending on the type of selected node.

Launch the graphic editor of the Sources or Dirs file (Properties), depending on the
type of selected node.

Open Build Window.
Exclude from Build.
Show in Favorites.

Open the project directory by using Windows Explorer.
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3 Parameter Files
3 CESYSGEM
3 oak

Build

FReebuild

Sysgen

Build and Sysgen

Rebuild and Clean Sysgen
Open

COpen With...

Add 3

Exclude From Build

-
- (B mediaapps | [
- (Bl netcFv2 &

=

| Find in Files. ..
3]

H- (Bl ostest

3]

3]

Explore
- B rdp Show in Favorites
- (Bl script

- [l servers

@SUIutiDn Explorer ,m Properties
FIGURE 2-44 Possible actions

Open Build Window

o [ [ [

The Catalog Items View, as shown in Figure 2—-45, enables you to add and remove options,
modules, and components from the operating system design.

<Search> - &

=3 Core 05
=-C3 CEBASE
E-£3 Applications - End User
#-{¥] Activesync
-] CaB File Installer {Uninstaller
B Games
~[#] Help
-3 Remote Desktop Connection
-] Terminal Emulator
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-] wordrad
-3 Applications and Services Developrent
-3 Communication Services and Metworking
E-C3 Core OS5 Services
= D Syshem Event Log
#-{7] Battery Driver
-3 Debugging Tools
= {E Device Manager
-[H] Display Support
-[7] Internst Appliance (IABASE) Support
-3 Kernel Functionality

| 1P Minkifieation (Chones 1i _ILI
4 »

@Solutinn Explorer & Catalog Iterns Yiew %Class View

FIGURE 2-45 Catalog Items View
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Empty check boxes in the Catalog Items View mean that those options have not been
selected. Selected check boxes indicate that the options have been chosen; filled out
boxes mean that the options have been automatically added by the system to resolve
dependencies.

You can filter a view for User-selected Catalog Items Only, User-selected Catalog Items and
Dependencies, and All Catalog Items in Catalog. You can also do a catalog search and launch
a view update, as shown in Figure 2-46.

Catalog Itemns

[ElFiter ~|| [] | <Search>=

User-selected Catalog Ttems Only -

User-selected Catalog Items and Dependencies

All Catalog Items in Catalog

FIGURE 2-46 Filter options

Class View has convenient navigation within the subprojects’ source code, as shown in Figure
2-47.

Cli | 4= = |[E -~
<Search - &

=1-{ZA Subproject 1 (CEBook)
Global Functions and Yariables
Macros and Constants

& InitInstancefHINSTANCE hlnstance, ink nCmdShow)
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@ hinst

@ szTitle

o @ szWindowlass

L | »
@SUlutiDn Explorer |-@ Catalog Items Yisw |5 Class Yiew

FIGURE 2-47 Class View
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Let us take a closer look at the utilities available in the bottom section of the window.
The Call Browser enables you to quickly determine what functions are calling a particular
function, as shown in Figure 2-48. It also has a search capability.

Call Graph - & HINSTANCE hinstance, HINSTAMNCE hP e, LP CradLine, ink nsl
WinMain{HINSTANCE hinstance, HINSTANCE hPrevInstance, LPWSTR IpCradLine, ink nShowCmnd) - u Lz = |§| =

- Calls from "WinMain'
-} DispatchMessage
GetMessage
InitInstance{HINSTANCE hInstance, ink nCmdShow)
LoadAccelerators

Laadstring

MyRegisterClass{HINSTAMCE hInstance)
Translatedccelerator

TranslateMessagelcanst MSG *phsg)

R TR RS

(53 Code Definition Windaw | 3 Call Graph =] output

FIGURE 2-48 Call Browser

The Code Definition window shows the definition of the function code selected in the editor,
as shown in Figure 2-49.

and its usage is only necessary 1f you want this code
to be compatible with Win32 systems prior to the 'RegisterClassEx!
function that was added to Windows 95. It is important to call this function
2o that the application will get 'well formed' sSmwall icons associated

with it.

EATOM MyPRegisterClass (HINITANCE hInstance)
i

WNDCLASS wo:

we.style = C3 HREDRAW | CS5_WVREDRAW:
we. lpfnndProc = (WNDPROC) WndProc:
we.chClsExtra

5 = 0;
we.chindExtra = O: o
4| | 3

[Z4 Code Cefinition Window ]'}EI Call Graph | 5] cutput

FIGURE 2-49 Code Definition Window

You can add additional windows with utilities and views to your design environment. To do
that, select them from the View menu of Visual Studio 2005, as shown in Figure 2-50.

Let us look at the options available from the main menu. We shall discuss only those options
that are specific to Windows Embedded CE. The Project submenu, as shown in Figure 2-51,
enables you to add new and existing subprojects to your OS design. It enables you to set
subproject build order, add new and existing SDKs, and access the properties of the objects
selected in the Solution Explorer (the last item on the menu that ends in Properties).
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FIGURE 2-50 View menu

Add Mew Subproject...
Add Existing Subproject...

Add Mew SDK..
Add Existing SCK...
x Remove Cel

Set as Startlp Project

CEBook Properties...  Al+F7

Project | Build Debug Target Dat

FIGURE 2-51 Project submenu
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If the Solution Explorer has the root node of the OS design selected, then selecting

Properties from the Project submenu brings up the OS design properties, as shown in

Figure 2-52.

Common Properties are those that apply to the entire design environment. They have only
one setting, and that is to specify the OS build tree where Windows Embedded CE 6.0 is in-
stalled. When Configuration Properties is selected, a drop-down list appears where you can
choose a configuration type for viewing or editing properties: Active, Debug, Release, or All

Configurations.

39



Chapter 2 Operating System and Application Development Tools
cesook ropertypages

2lx
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FIGURE 2-52 OS design properties
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L. Subproject Image Settings
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FIGURE 2-53 OS design configuration properties

Now let’s look at Configuration Properties. Under General settings, you can set the release
directory to which the built modules are copied, the build type (Debug or Release), and the
target file name for the image that will be used by the debugger, as shown in Figure 2-53.
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The Locale setting enables you to specify the supported locales and codepages. You can set
a default locale, check Localize the build, or check Strict localization checking in the build, as
shown in Figure 2-54.

CEBook Property Pages i 2l x|
Caonfiguration: IACtiVE(DEViCE Emulatar A 'l PlatFarm: IN."-Q | Configuration Manager. .. |
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-Subproject Image Settings IE”QI'Sh (Urited States) ﬂ
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[ 737 [DEM - Greek 437G)
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Ok I Cancel Apply

FIGURE 2-54 OS design locale options

Build Options include settings for the variables used most frequently to control the build
process, as shown in Figure 2-55.

=

CEBook Property Pages 3 21 x|
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[] Enable hardware-assisted debugging support IMGHDSTUE=1]
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FIGURE 2-55 OS design build options
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Table 2-1 provides the variable names and values.

TABLE 2-1 Variable names.

Build Setting
Build tracked events in RAM

Enable eboot space in
memory

Enable event tracking during
boot

Enable hardware-assisted
debugging support

Enable Kernel Debugger
Enable KITL

Enable profiling
Enable ship build

Flush tracked events to
release directory

Run-time image can be
larger than 32 MB

Use xcopy instead of links
to populate release directory

Write run-time image to
flash memory

Variable
IMGOSCAPTURE

IMGEBOOT

IMGCELOGENABLE

IMGHDSTUB

IMGNODEBUGGER

IMGNOKITL

IMGPROFILER
WINCESHIP

IMGAUTOFLUSH

IMGRAM64

BUILDREL_USE_COPY

IMGFLASH

Value (if selected)

Adds the OSCapture.exe module to the
image. During the load, the OS mod-
ule starts writing system events into the
random access memory (RAM).

Reserves eboot space in memory. Enables
the module to preserve the data that can
be read by the system during the load.

Adds CELog.dll to the image and initializes
the system event collection when it loads.

Enables hardware debugging support.

Includes kernel debugging support in the
image.

Includes support for Kernel Independent
Transport Layer (KITL).

Includes kernel profiling.

OS images built with this flag output no
debugging messages.

Enables flushing of event logging to the
release directory.

Enables support for a run-time image
larger than 32 megabytes (MB).

Copies files to the release directory instead
of creating hard links.

Enables writing of the run-time image to
flash memory after download.

The following environment variables enable you to fine-tune build settings by specifying
additional environment variables, as shown in Figure 2-56.
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CEBook Property Pages 2 x|
Configuration: IActive(Device Ernulatar & 'l Elatfaorm: IN.I'A j Configuration Manager. .. |

[=I- Common Properties Erwironment variables:
-~ Build Tree (WINCEROOT) Ve Ve I
Configuration Properties

Mew... | Edit... | Remove |

(o] 4 I Cancel | apply |

FIGURE 2-56 OS design additional environment variables specification

The following settings enable you to perform custom build actions during certain build
stages, as shown in Figure 2-57.

CEBook Property Pages d B
Configuration: IﬂttiVB(DEViCE Ermulator A 'l Plakform: IN.I'A j Configuration Managet. .. |

[=]- Cammaon Properties Build sten: Pra-5 =
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2

Post-Sysgen
Fre-Make Image
Post-Make Image

Actiong far this gh

LI il Mew... | Edi... | Bemove |
Ok I Cancel | Apply |

FIGURE 2-57 OS design custom build actions

The last option is Subproject Image Settings for the OS design, as shown in Figure 2-58.
Double-clicking a subproject name opens a dialog window where you can choose to ex-
clude a subproject from the build (Exclude from build), exclude it from the image (Exclude
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from image), and, finally, whether you want to always build and link as debug. No option is
selected by default.

CEBook Property Pages 3 21 x|
ConFiguration: IACtiVB(DEViCB Emulator A 'l Elatfaorm: IN.I'A ﬂ Configuration Manager. .. |

[+ Camman Properties Project zettings in run-time image:

EUﬂd TTEE (WINCEROOT) Project | Buid | Image | Always Debug |
Configuration Properties Subpraoject Included  Included Mo

Edit... |
(o] 4 I Cancel | Apply |

FIGURE 2-58 OS design Subproject Image Settings

Let's proceed to the next menu item, which is Build, as shown in Figure 2-59. This submenu
contains actions that pertain to the build of the operating system design, subprojects, and
SDK.

Build | Debug Target Data Tools  Window
Build Solution F7
Rebuild Solution Chrl+al+F7

Clean Solution

Build CEBook.

Rebuild CEBook.

Clean CEBook.

Advanced Build Commands J
Build All Subprojects

Rebuild All Subprojects

Copy Files to Release Direchory
Make Run-Time Image
B o©Open Release Directory in Build Window

Global Build Settings 3
Targeted Build Settings 3
Batch Build. .,

Configuration Manager. ..

FIGURE 2-59 Build menu



Development Tools Interface 45

Table 2-2 provides action descriptions for each menu item.

TABLE 2-2 Build menu item descriptions.

Menu Item

Build Solution

Build <OS design name>
Rebuild Solution

Rebuild <OS design name>

Clean Solution

Clean <OS design name>
Advanced Build Commands
Build All Subprojects
Rebuild All Subprojects

Build All SDKs

Copy Files to Release
Directory

Make Run-Time Image

Open Release Directory in
Build Window
Global Build Settings

Targeted Build Settings

Batch Build

Configuration Manager

Action
Builds the OS and all projects not excluded from the build. Also
creates the run-time image.

Deletes previously created OS modules. Also builds the OS and
all projects not excluded from the build and creates the run-time
image.

Deletes previously created OS modules.

Provides access to advanced commands.
Builds all subprojects.

Deletes previously created binary code, builds all subprojects, and
creates the run-time image.

Launches building of SDKs included in the current OS design project.

Copies OS files to the release directory.

Builds the run-time image.

Opens the command line of the release directory of the current build
of the OS design and installs all necessary environment variables for
the OS build from the command line.

Provides access to the OS build settings when launched from the
Build menu.

Enables you to configure settings for the target BSP and project
builds launched from the Solution Explorer view.

Enables you to edit and select several configurations for the build.

Enables you to edit and set active configuration for the build.

The Advanced Build Commands submenu provides access to advanced build actions, as

shown in Figure 2-60.

Advanced Build Commands

Build All Subprojects
Rebuild All subprojects

Copy Files ko Release Directary

Make Run-Time Image

Sysgen

Clean Sysgen

Build and Sysgen

Rebuild and Clean Sysgen
Build Current BSP and Subprojects )
Rebuild Current BSP and Subprajects

FIGURE 2-60 Advanced Build Commands submenu

Table 2-3 provides action descriptions for the Advanced Build Commands menu actions.
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TABLE 2-3 Advanced Build Commands menu actions.

Menu Item Action

Sysgen Same as Build Solution.

Clean Sysgen Same as Rebuild Solution.

Build and Sysgen Builds components from the source code supplied by Microsoft.
After that, same as Build Solution. NOT RECOMMENDED.

Rebuild and Clean Sysgen Removes all previously built OS components. After that, build

components from the source code supplied by Microsoft. After that,
same as Build Solution. NOT RECOMMENDED.

Build Current BSP and Builds the current BSP and subprojects. To successfully complete the
Subprojects command, you must previously build an OS (by running Sysgen).
Rebuild Current BSP and Deletes the previously created BSP modules and subprojects and
Subprojects rebuilds them.

The Global Build Settings submenu enables you to choose the settings related to the image
build by using the Build menu actions, including Advanced Build Commands, as shown in
Figure 2—-61.

| Global Build Settings

-

| EI Copy Files to Release Directary After Build
Make Run-Time Image After Build

FW=Tw wessere Teee

FIGURE 2-61 Global Build Settings submenu

Targeted Build Settings

-

Table 2-4 provides the description of Global Build Settings.

TABLE 2-4 Description of settings.
Menu Item Action

Copy Files to Release

Directory After Build Files are copied to the release directory after build.

Make Run-Time Image

After Build Makes the run-time image from OS modules in the release directory.

The Targeted Build Settings submenu, as shown in Figure 2-62, enables you to choose
settings for the BSP, OS components, subprojects, and so on, for the target build launched
from the Solution Explorer view.

" Targeted Build Settings 3 "EI Make Run-Time Image After Building |
LI e T =

FIGURE 2-62 Targeted Build Settings submenu

Table 2-5 provides the description of Targeted Build Settings.
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TABLE 2-5 Description of settings.
Menu Item Action

Make Run-Time Image

After Build Makes the run-time image from OS modules in the release directory.

If the OS build is launched, most of the Build menu items become unavailable and a new
menu item appears (Cancel) that enables you to terminate the current build, as shown in
Figure 2-63.

" Cancel Crl+Break "

FIGURE 2-63 Menu during build

Let us proceed to the Target menu, as shown in Figure 2—64. It lists actions for working with
a device.

Target | Data  Tools ‘Window  Community  Help
%EI Attach Device c ~ Platfarm Builder {_TGTCPUY
g "
8 ] _ iDevice: CE Devic
% ‘]
ACEnging. cpp
Target Contral Alk+1 j I @ inMair
hiccelTable:
L e ; timlize global strinc
Connectivity Options... ring(hInstance, IDS_I
Debug Message Options. .. ring(hInstance, IDC_Z
Release Directory Modules. . stercClass (hInstance) ;
| Remote Tools 3 File Viewer
it Heap Wwalker
i
esigns | CEBook)CEl b Zoor
i Process Yiewer
Feegistry Editar
hicece
v I System Information
—_— A4 Ma i
Class Wiew P I Performance Monitor

B s B
- } r'J B = Kernel Tracker
Call Prafiler

Wl cplmain AdvBacklight connpn,

FIGURE 2-64 Target menu
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Table 2-6 provides action descriptions for menu items.

TABLE 2-6 Description of settings.

Menu ltem
Attach Device

Detach Device
Reset Device

Target Control

Run Programs

CE Debug Zones
Connectivity Options
Debug Message Options

Release Directory Module

Remote Tools

File Viewer

Heap Walker

Zoom

Process Viewer
Registry Editor
System Information
Performance Monitor
Spy

Kernel Tracker

Call Profiler

Action

Attach a device. Depending on the settings, download/flash the OS
image.

Detach a device.
Reset a device. This action has to be supported by the device.

Open the control window of the target device—the client part of CE
Shell (CESH). This enables you to receive information about practical-
ly all aspects of the device, as well as to launch and stop programs.

Runs a program on the target device.

Establishes debug zones for loaded modules.
Brings up a dialog box for connectivity options.
Brings up a dialog box for debug message options.

Brings up a dialog box for configuring modules that always load
from the release directory.

Remote Tools submenu.

File Viewer utility.

Heap Walker utility.

Utility for taking screen shots with zoom capability.
Process Viewer utility.

Registry Editor utility.

Utility for displaying system information.

Utility for monitoring performance.

Utility for displaying window messages.

Utility for OS execution monitoring, such as threads, synchronization
objects, interrupts, and so on.

Utility for remote call profiling.

Let us take a closer look at each of the menu items, except for the Remote Tools submenu,
which we will discuss in more detail later.

B Attach/Detach/Reset Device A device can be selected from the Device pane. By de-
fault, it is the last device selected in the Connectivity Options dialog box.

B Target Control is a view of the control window for the current device to which the
design tools are currently attached. To enable this utility, the image needs to include
Core OS\CEBASE\Core OS Services\Kernel Functionality\Target Control Support (Shell.
exe). The window that appears lists various debugging actions. This is one of the
primary debugging utilities. Some of the system information still can be obtained only

through this utility.
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B Run Programs This opens a dialog window that enables you to select a program to
launch the device, as shown in Figure 2-65. You will be able to launch programs stored
in the image, as well as those in the release directory of the operating system’s image.

ran program

Awailable Prograns:

FBun
celogiluzh.exe

GONNMG. BXE ﬂl
control exe

ctlpnl.exe

DiAchect. exe

ehoot. exe

emulatorstub. exe

eventrst ene

explorer exe

iliming. exe
loaddbg. exe ;I

Execution command line:

ICGDS[C.EHE j

FIGURE 2-65 Run Program window

B CE Debug Zones This menu item enables you to view the control window for debug
zones. You may select a loaded module and specify which debug zones you want to
be active. The debug zones provide an opportunity to receive debugging informa-
tion without interrupting the operating system/module’s operation, as shown in
Figure 2-66.

x

MName: Debug Zones [nk.exe]:
kitl.dll | [0] Eror

magtt_o.dll [wl[1] " aming

ndiz.dil [1[2] Function
ndizpir.dll [w1[3] Info

ndizuio.dll [C114] Stub/Keywlbrgs
nethioz.dil [1[5] Cache

nk [C1E]RTC

nleddrer.dll J (7] Pawer

natify.dil [C1[&] PCI

ntimesp.dil [109] Memaorny
ntlmesp_sve.dl oo

oalioctl.dll [1[11] Tirner

ole32.dI [C1012] 1aCH
aleaut32.dl [1013] Flazh
ozaxst0.dl = | |01 4] Interupts

4 | | » [1015] Verboze

Refresh List | HefreshZonesl
Ok I Cancel | Apply |

FIGURE 2-66 Debug zones

B Connectivity Options This menu item brings up a dialog window that lists op-
tions that enable you to connect with a device. This dialog window contains several
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subwindows for performing various tasks. By default, it opens a window with target
device connectivity options, as shown in Figure 2—-67.

[ o Target Device Connectivity Options - |I:I|i|

Device Configuration

Add Device Target Device:
Ernulatar hd
Delete Device I J
Download:
Ferdce Configuration IDevice Ernulator [DA) j Settings |
Kernel Service bap [ 240=320x16, 128M |
Core Service Setfings
Tranzport:
Setvice Status IDevice Ernulatar [DA) j Settings |
Debugger:
KdStub Settings |
[ Prampt On Ermror |
Apply LCloze Help
|Target Device has been added. 4

FIGURE 2-67 Connectivity options

When the dialog window appears, it has a Target Device drop-down box with current device
settings. If needed, you may choose any other settings or create new ones (use the Add
Device option). The Download drop-down box enables you to choose a service that is used
for loading the image onto a device. If the selected service enables you to configure its set-
tings, once this service is chosen, the Settings button becomes enabled. Clicking this button
brings up a Settings dialog box. The Transport drop-down box enables you to choose the
kernel-level transport by which the target device connects to the developer workstation. If
the selected transport enables you to configure its settings, once this transport is chosen,
the Settings button becomes enabled. Clicking this button brings up a Settings dialog box.
From the drop-down Debugger box, you may select the debugger. If the selected debugger
enables you to configure additional settings, once that debugger is selected, the Settings
option becomes enabled. Selecting this option opens up a Settings dialog window.

The Core Service Settings window, as shown in Figure 2-68, contains information about the
image of the operating system associated with the device. It enables you to configure the
way the image is loaded onto the device and some of the KITL settings.
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Device Configuration
Al Device

Delete Device

Serice Configuration
Kernel Service hap

Core Service Settings

Service Status

Target Device;

Development Tools Interface

[

I Ernulatar

Agzociated [n-time image:

[

—Diownload Image:
 Always

" Only if image changed
 Only on iritial download
 Mever (jump to image only)

—EITL Settings:
¥ Enable KITL on device boot
¥ Clear memany on zoft reset

¥ Enable access to desktop files

Apply LClose

Help

|Target Device has been added.

FIGURE 2-68 Core Service Settings window

51

The Service Status window, as shown in Figure 2—-69, provides a view of the current status of
the services associated with the load, debugging, transport, and so on.

t:n Target Device Connectivity Options

Device Configuration
Add Device

Delete Device

Service Configuration
Kernel Service g

Core Service Setfings

Service Status

Target Device:

Ernulatar j
M ame | Seftings | Statuz «
K.emel Debugger 05 Awareness Motif - Img Auto Stoppe
Kemel Debugger Probe driver Prompt On E mor Stoppe
Target Control FRemote dccess: True  Stoppe
Debug Meszage Stoppe
Tranzport Stoppe_
Download Mot Co
Application Level Bootstrap Service Stoppe =

|

| »

Apply LClose

Settings |

Help

|Target Device has been added.

FIGURE 2-69 Service status

The Add Device window, as shown in Figure 2-70, enables to add you a new configuration to
connectivity settings, or, to use Platform Builder’s terminology, to add a device.
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Lo’ Target Device Connectivity Options § = |EI|£|

Device Configuration

Mew target device name:
At Device Il

Delete Device
Agzociated 05 Design/SDE [Dptional] :

Service Configuration I[”D”e] ﬂ

Kernel Service hlap

Core Service Settings

Service Status

Add Close Help

| 4

FIGURE 2-70 Add Device window

The Delete Device window enables you to remove a previously created device, as shown in
Figure 2-71.

5 Target Device Connectivity Options § = |I:I|5|

Device Configuration

Acldd Device Select device(s] to delete from the datastare:
Delete Device Mame | Associated 05 Design | 1D |
O CE Dump File 293CEC..
O E mulator £9982a...

Service Configuration

Kernel Service biap
Core Service Setfings

Service Status

Delete LClose Help

| 4

FIGURE 2-71 Delete Device window

The Debug Message Options dialog box enables you to set the format and the output
method for debugging messages. The Release Directory Modules dialog box, as shown
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in Figure 2-72, enables you to tell the debugger what modules must be loaded from the
image’s release directory. You can debug and rebuild a driver without having to constantly
rebuild the system image.

Release Directory Modules x|

Modules ta load from releaze directany:

Femove |

QK Cancel

FIGURE 2-72 Release Directory Modules dialog box

Clicking the Add button brings up a list of modules from the release directory. Figure 2-73
shows only a partial list.

| Add Module x|
| Module: oK
=
AdvBacklight. dl = Cancel

afd.di
amdrnord.dil
—lak ndis of.di

FIGURE 2-73 Available modules

Let us proceed to the next menu. The Tools menu contains several CE utilities: Clone BSP;
License Run-time Image (not available in the trial version); Run-time License Assessment Tool;
and CE Update Check.

The Debug menu is enhanced to include new actions that provide the developer with
additional opportunities for debugging, specifically:

B Symbol Search Path.
B Windows CE Debugger Extensions.
B Go To Location.

B Capture Dump File.
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Debug | Target Data  Tools  ‘Window  Community  Help

[ indows |3 ereskpoints Alt+Fa
B Start FS Watch 3
n El Autos ChrHAlEHY, & [
Stop Debugging Shift+FS G call stack A7
Exceptions. .. Chrl+al+E B threads Chrl+tk+H |
Snurce Path Mapping. .. & Madules Chrb+alk-+U1
Symbol Search Path. .. @ Processes  Cti+Shift+al+p
‘windaws CE Debugger Extensions... Memary »
Go ko Location. .. @ Disassernbly AE+E
Capture Dump File [& Registers Al+S
%= StepInta F11 advanced Memary
[;E Step Over F1a List Mearest Symbol
2= step Out Shift+F1L Lree | nCmdShow) )
&d CuickMatch... Chrl+alk+C
Toggle Breakpaink F2

A S N —
o

FIGURE 2-74 Debug options

The Windows submenu, as shown in Figure 2—74, provides access to various utilities that
enable you to collect information about the connected device, including:

m  Call Stack.
B Threads.
®  Modules.

B Processes.

®  Autos.

®  Watch.

B Memory submenu.
B Disassembly.

B Registers.

B List Nearest Symbol.

B Advanced Memory.

The Debug menu actions described above become available once the debugger has been
connected to the device. In concluding the description of the design interface, it is necessary
to point out that at the time of this writing, Windows Embedded CE 6.0 projects were not
supported by Team Foundation System.
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Remote Utilities
This section covers the following remote utilities for Windows Embedded CE 6.0:

B File Viewer.

B Heap Walker.

® Zoom.

B Process Viewer.

B Registry Editor.

B System Information.

®  Performance Monitor.

= Spy.
m  Kernel Tracker.

m  Call Profiler.

Note that in order for the Zoom and Spy utilities to work correctly, the image must contain
the following components: Core OS\CEBASE\Shell and User Interface\Graphics, Windowing
and Events\Minimal GWES Configuration, Core OS\CEBASE\Shell and User Interface\Graphics,
and Windowing and Events\ Minimal GDI Configuration. The Call Profiler utility requires

that the image contain Core OS\CEBASE\International\National Language Support (NLS) or
Core OS\CEBASE\International\English (US) National Language Support only with Core OS\
CEBASE\Application and Service Development\C Libraries and Runtimes\ Standard String
Functions - ASCI| (corestra).

File Viewer

The File Viewer utility enables you to view the contents of the device file system, import

files from the device, export files to the device, browse the properties of files and directo-
ries, create directories, and rename files and directories stored on the device. To launch this
utility, choose Target from the main menu, then select Remote Tools and, in the menu that
appears, choose File Viewer. The main program window appears. In the upper section of

the screen, there is a dialog box for the target device. If the device has an established active
connection with Platform Builder, you may skip all configuration settings and choose Default
Device, which uses the default settings of the most recently connected device, as shown in
Figure 2-75.
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{8 Windows CE Remote File Yiewer ,' =10 x|
File View Connection Help

o e e ol Y e = M e P A Y
e T —

=@ "winciows CE Default Platform
£ Defaul Device

Cancel

Ready R 4

FIGURE 2-75 Windows Embedded CE Remote File Viewer

If it is necessary to add additional settings or to add a new device, you can click Cancel and
add new settings to connect to a device. These settings are configured the same way from all
remote utilities.

To set the configuration settings, choose Configure Windows CE Platform Manager in the
Connection menu. A dialog box appears, as shown in Figure 2-76.

Windows CE Platform Manager Configuration

Select a platform or device to configure

E@ windows CE Default Platform £dd Device |
Delete |
Froperties... |
About |

FIGURE 2-76 Configuration dialog box

This dialog box enables the addition of new settings, or, in Platform Builder terminology,

to Add Device, Delete, view Properties, or see About information. Clicking the Add Device
button adds a new device to the list. You can rename it right away. After the device has been
added, you can select it from the list and edit its properties, as shown in Figure 2-77.
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Device Properties

Device Name:
|N ew Device

Select a transport and a startup server. Choose Test to verify that pou can
establish a connection to your target device with the selected transport and
startup server

Tranzport;

IKITL Transpart for \Windows CE j Configure... |

Startup Server:

IKITL Bootstrap Server j Configure... |

Lancel | Test |

FIGURE 2-77 Device properties

Transport is used for communicating on the application level between the device and the
remote utility. The program ships with support for the following transports:

B ActiveSync.
m KITL.

B Transmission Control Protocol/Internet Protocol (TCP/IP).

The use of ActiveSync as a transport mechanism requires that the developer’s workstation
and the device both support ActiveSync. KITL transport uses the same KITL connection as the
Kernel Debugger, and it requires that the device support KITL. TCP/IP transport uses TCP/IP
protocol to communicate with the device, and the device has to support the network proto-
col. If needed, you can additionally configure transport properties by clicking Configure.

The startup server is responsible for copying files needed for Platform Manager to the de-
vice, running those files, utilizing the transport, and establishing a connection between the
developer workstation and the target device. The program includes the following startup
server types:

B ActiveSync Startup.

®  CESH Startup.

m  KITL Startup.

B Manual Startup.
The ActiveSync startup server uses ActiveSync for copying and launching operations on
the target device; CESH and KITL startup servers use Target Control Service (Shell.exe). The
Manual startup server brings up a dialog box with a list of files that must be copied to the

device as well as the program that needs to be run after copying completes in order to
connect to the developer’s workstation.
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After the necessary transport and the startup server have been selected, you can test the
device connection by pressing the Test button. A dialog window appears showing the
process of being connected to a device, as shown in Figure 2-78.

Testing Device Connection

Device Mame:
|N ew Device

E stablishing platfarm rmanager connection ta device

FIGURE 2-78 Testing device connection

If connection to the device has been successfully established, a dialog box appears with a
Connection to device established message and an OK button, as shown in Figure 2-79.

Testing Device Connection

Device MName:
|N ew Device

Connection ko device established

KITL Transport for Windows CE

FIGURE 2-79 Successful device connection

To connect to a device, choose Connection, and then choose Add Connection. A dialog box
appears, similar to the one that shows up when the program starts. Choose a device and click
OK. A dialog box appears showing the progress of being connected to the device. After a
successful connection, you can see the catalog hierarchy in the left pane and the currently
selected catalog in the right pane, as shown in Figure 2-80.
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[BY Windows CE Remote File Yiewer =10l x|
File View Connection Help
2| 8o |3 2| | E||x] ] 8]
- Default Device [ Deskkop ceconfig.h cplmain.cpl
{21 Network A Favorites ceddk.dl credproy.di
{0 Release [ AFants cefobi.dl credsve.dll
[0 Recycled [ Programs ceficliexe critical.wayv
(23 Application Data _ARecent [Ed ceshell.di crypt3z.dl
S Documfants L3 startUp cetlkit], d ctlprl.exe
":g ;mgr‘"m :"es - ] afd.dl cetistub i export.dl
® & PELIMENES and 3ettngs appdata.ini close.2bp default. b
[]a askerisk,way close.way default.way
asyncmac.dll com16550.dl desktopdirectary.ir
audevman.dll commctrl,dil device.dll
autoras.dil cornmdig.dil DeviceEmulator _lcc
aygshell.dil CONMMC, EXE devrgr.dil
backlight.dl connprl.cpl dhep.dil
battdrvr.dll control.exe dhcpsry.dil
boat, by conkral.ink dmacnect.exe
busenurn.dl copyrks bt dmacnect.Ink
cachefilt.di coredl.dl drmatrans.di
[
Ready [ o[ 4

FIGURE 2-80 Windows Embedded CE Remote File Viewer—connected

By using the menu and the toolbox, you may perform the following actions:

B Browse the device file system.

B |mport files from the device.

B Export files to the device.

B View properties of files and directories.

m Create directories.

B Rename files and directories in the device.

Heap Walker

The Heap Walker utility enables you to view process heaps, their identifiers, and flags, as
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well as the structure and the content of each heap. To launch this utility, choose Target from
the main menu, then Remote Tools and, in the menu that appears, choose Heap Walker. The
main program window appears. In the upper portion of the screen, there is a dialog box for

the target device. If the device has an established active connection with Platform Builder,
you may skip all configuration settings and choose Default Device, which uses the default

settings of the most recently connected device.

To configure additional settings or to add another device, click Cancel and configure the
connection settings for the device. These settings are configured in the same way for all

remote utilities. They were discussed in more detail in the “File Viewer” section.
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To connect to a device, choose Connection, and then choose Connect to Device. A dialog
box appears, similar to the one that shows up when the program starts. Choose a device and
click OK. A dialog box appears showing the progress of being connected to the device. After
the connection has been successfully established, a list appears showing processes and their
heaps.

This utility may show three windows: Process_List, Heap_List, and Heap_Dump. After the
device has been connected, a window appears showing the process list and the heaps
associated with each process, as shown in Figure 2-81.

L=
IE File Wiew ‘Window Connection Help 181 =l

2| Sn| S]] W]

Heap Id | Pracess Id | Process | Flag | ;l
CxD07F43F0 Cx00400002 MELEXE

OxDOSESCS0 000400002 MELEXE

OxDOSEZDED 0x00400002 MELEXE

0xD042E010 000400002 MNELEXE

0xD0043900 000400002 MELEXE

CxD0042F10 Cx00400002 MELEXE

CexD00404:90 Cx00400002 MELEXE

OxD0040770 000400002 MELEXE

0xD00404E0 0x00400002 MELEXE

0xD0040010 000400002 MNELEXE HF32_DEFALLT

0x02020010 0x00EBOOOZ shell.exe HF32_DEFALLT

O0x04021250 Ox01A10002 udevice,exe

Cx04020010 Cx01410002 udevice,exe HF32_DEFALLT

0x06020010 0x01200008 udevice exe HF32_DEFAULT

0x08020010 0x01FB000G udevice, exe HF32_DEFALLT

004020010 003560002 udevice, exe HF32_DEFALLT

Cx0C020010 C:x03400008 explorer.exe HF32_DEFALLT

010020830 Ox037A0006 servicesd exe

Cx10020010 Cx037A0006 servicesd.exe HF32_DEFALLT

Ox12020010 Ox03A8B0004 Subprojectl.exe HF32_DEFAULT

Ox1C110010 0x02350012 CEMGRC.ERE HF32_DEFALLT

Ox1E110010 003490012 CEHWCLLEXE HF32_DEFALLT =
Ready |Connected  [Default Device [Nz

FIGURE 2-81 Windows Embedded CE Remote Heap Walker process list

Double-clicking the heap opens a window that lists blocks of the heap memory and includes
information about their address, block size, and block flag (fixed or free), as shown in
Figure 2-82.
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E Windows CE Remote Heap Walker - [Heap_List for Subprojectl.exe Processid=0 o |EI|5|
E File Wiew ‘Window ©Connection Help = |ﬂ |5|
2o( 20| (| G
Address | Blocksize | Flags |
Ox12020010 1124 Fixed
012020490 16 Fixed
012020480 28 Fixed
Ox120204F0 28 Fixed
Ox12020530 24 Fixed
Ox12020570 ) Fixed
Ox12020500 24 Fixed
012020600 2560 Free
Ready [Connected  [Default Device Mz

FIGURE 2-82 Windows Embedded CE Remote Heap Walker heap list

Double-clicking a block brings up a window showing the content of the selected heap’s

memory block, as shown in Figure 2-83.

E Windows CE Remote Heap Walker - [Heap_Dump for ProcessId=03AB000A Addr

@Eile Wiew ‘Window Conmection  Help
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=18 x|
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FIGURE 2-83 Windows Embedded CE Remote Heap Walker heap memory block
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Zoom

The Zoom utility enables you to capture screen shots of the target device. To launch this util-
ity, choose Target from the main menu, then choose Remote Tools and, in the menu that ap-
pears, choose Zoom. The main program window appears. In the upper portion of the screen,
there is a dialog box for the target device. If the device has an established active connection
with Platform Builder, you may skip all configuration settings and choose Default Device,
which uses the default set connected device.

To configure additional settings or to add another device, click Cancel and configure the con-
nection settings for the device. These settings are configured in the same way for all remote
utilities. They were discussed in more detail in the “File Viewer” section.

To connect to a device, choose Connection, and then Connect to Device. A dialog box ap-
pears, similar to the one that shows up when the program starts. Choose a device and click
OK. A dialog box appears showing the progress of being connected to the device. After the
connection has been successfully established, a screen shot of the current screen of the tar-
get device appears, as shown in Figure 2—-84.
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FIGURE 2-84 Windows Embedded CE Remote Zoom-in

By using the menu, you may zoom in on or zoom out on the image (View, and then Zoom
In/Zoom Out), open the image of the current device screen in a new window (File, and then
New Bitmap), or refresh the image in the current window (Connection, and then Refresh).
The resulting image can be copied to the exchange buffer (Edit, and then Copy All/Copy
Window), saved as a file (File, and then Save As), or printed out (File, and then Print).
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Process Viewer

The Process Viewer utility enables you to gather information about the processes launched in
the target device, the process threads, and modules loaded into the processes. To launch this
utility, choose Target from the main menu, then choose Remote Tools and, in the menu that
appears, choose Process Viewer. The main program window appears. In the upper portion of
the screen, there is a dialog box for the target device. If the device has an established active
connection with Platform Builder, you may skip all configuration settings and choose Default
Device, which uses the default settings of the most recently connected device.

To configure additional settings or to add another device, click the Cancel button and
configure the connection settings for the device. These settings are configured in the same
way for all remote utilities. They were discussed in more detail in the “File Viewer” section.

To connect to a device, choose Connection, and then Connect to Device. A dialog box ap-
pears, similar to the one that shows up when the program starts. Choose a device and click
OK. A dialog box appears showing the progress of being connected to the device. After the
connection has been successfully established, the information about the processes launched
in the device appears, as shown in Figure 2-85.
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FIGURE 2-85 Windows Embedded CE Remote Process Viewer

When you select a process in the upper section of the screen, the middle section shows
information about the process threads; the bottom section shows information about the
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modules loaded in the processes. Clicking the button with a red cross on the main pane
enables you to stop a process. To refresh device information, select Connection and then
Refresh from the utility’s main menu.

Registry Editor

The Registry Editor utility enables you to view and edit the registry of the target system. To
launch this utility, choose Target from the main menu, then choose Remote Tools, and in the
menu that appears, choose Registry Editor. The main program window appears. In the up-
per portion of the screen, there is a dialog box for the device you want to connect to. If the
device has an established active connection with Platform Builder, you may skip all configura-
tion settings and choose Default Device, which uses the default settings of the most recently
connected device.

To configure additional settings or to add another device, click the Cancel button and config-
ure the connection settings for the device. These settings are configured in the same way for
all remote utilities. They were discussed in more detail in the “File Viewer” section.

To connect to a device, choose Connection, and then Add Connection. A dialog box appears,
similar to the one that shows up when the program starts. Choose a device and click OK. A
dialog box appears showing the progress of being connected to the device. After the con-
nection has been successfully established, the left pane displays a hierarchical tree of the
registry of the desktop machine and the target device, and the right pane displays the value
of the registry keys chosen in the left pane, as shown in Figure 2-86.
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FIGURE 2-86 Windows Embedded CE Remote Registry Editor
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This utility is similar to its desktop version of the registry viewer, and it enables you to perform
all registry actions, including exporting registry files. The registry actions are accessible from
the context menu (right-click mouse menu) and from the main utility’s pane. To refresh device
information, choose Connection and then choose Refresh from the utility’s main menu.

System Information

The System Information utility enables you to browse system information about the device,
including memory, device storage, and metrics. To launch this utility, choose Target from

the main menu, then choose Remote Tools and, in the menu that appears, choose System
Information. The main program window appears. In the upper portion of the screen, there is a
dialog box for the device you want to connect to. If the device has an established active con-
nection with Platform Builder, you may skip all configuration settings and additionally choose
Default Device, which uses the default settings of the most recently connected device.

To configure additional settings or to add another device, click the Cancel button and
configure the connection settings for the device. These settings are configured in the same
way for all remote utilities. They were discussed in more detail in the “File Viewer” section.
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FIGURE 2-87 Windows Embedded CE Remote System Information

To connect to a device, choose Connection, and then Connect to Device. A dialog box
appears, similar to the one that shows up when the program starts. Choose a device and
click OK. A dialog box appears showing the progress of being connected to the device. After
the connection has been successfully established, the left pane displays a hierarchical tree of
system information, and the right pane displays information about the items chosen in the
left pane, as shown in Figure 2-87.
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Performance Monitor

The Performance Monitor utility enables you to track various performance indicators of the
target system. To launch this utility, choose Target from the main menu, then Remote Tools
and, in the menu that appears, choose Performance Monitor. The main program window
appears. In the upper portion of the screen, there is a dialog box for the target device. If the
device has an established active connection with Platform Builder, you may skip all configura-
tion settings and choose Default Device, which uses the default settings of the most recently
connected device.

To configure additional settings or to add another device, click the Cancel button and
configure the connection settings for the device. These settings are configured in the same
way for all remote utilities. They were discussed in more detail in the “File Viewer” section.

To connect to a device, choose Connection, and then Connect to Device. A dialog box
appears, similar to the one that shows up when the program starts. Choose a device and click
OK. A dialog box appears showing the progress of being connected to the device. After the
connection has been successfully established, the program starts copying the files that are
needed in order to monitor the performance of the target system. After copying and ini-
tialization of the remote part of the device are completed, the developer will have access to
the interface that is similar to an interface of the desktop version of Performance Monitor, as
shown in Figure 2-88.
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FIGURE 2-88 Windows Embedded CE Remote Performance Monitor
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Just like the desktop version, this utility enables you to represent data in several forms,
including Chart, Alert, and Report, as well as to write information to a log. Views can be
toggled from the main pane (the second group of the four buttons on the right-hand side) or
from the main menu (View). You can add counters to each view. To add or remove a counter,
you can use the Edit menu and then the first item (Add to Chart, Add to Log, etc.) or the
main pane (the first button in the third button group on the left).

Pressing the Add button brings up a dialog box showing a counter selection to add. The
dialog boxes are slightly different depending on the selected view (Chat, Alerts, or Report).

The utility can show the current target device information, as well as the information from a
log created previously by this utility. Developers may add their own counters to Performance
Monitor by creating special extension libraries.

Spy

The Spy utility enables you to browse open windows of the device and their properties. To
launch this utility, choose Target from the main menu, then Remote Tools and, in the menu
that appears, choose Spy. The main program window appears. In the upper portion of the
screen, there is a dialog box for the target device. If the device has an established active
connection with Platform Builder, you may skip all configuration settings and choose Default
Device, which uses the default settings of the most recently connected device.

To configure additional settings or to add another device, click the Cancel button and
configure the connection settings for the device. These settings are configured in the same
way for all remote utilities. They were discussed in more detail in the “File Viewer” section.

To connect to a device, choose Connection, and then Connect to Device. A dialog box
appears, similar to the one that shows up when the program starts. Choose a device and click
OK. A dialog box appears showing the progress of being connected to the device. After the
connection has been successfully established, a window appears showing the hierarchical
tree of the system windows, as shown in Figure 2—-89.
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FIGURE 2-89 Windows Embedded CE Remote Spy

Double-clicking a node of the hierarchical view displays a dialog box listing the properties of
the corresponding window, as shown in Figure 2-90.
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FIGURE 2-90 Window property screen
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The Kernel Tracker utility enables you to watch the operations of the system and the
applications in real time, including:

B All the processes, threads, and their interaction.

B System events and the threads that represent them.

B System interrupts (the image should include support for profiling).

B System information.

Kernel Tracker also enables you to view the execution of the system and the application in
the target device dynamically from within. It provides effective solutions to the problems a
developer may be faced with including thread interaction analysis in a multithreaded appli-
cation and finding the root causes of the slow performance of a driver.
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FIGURE 2-91 Windows Embedded CE Remote Kernel Tracker

To launch this utility, choose Target from the main menu, then Remote Tools and, in the menu
that appears, choose Kernel Tracker. The main program window appears. In the upper portion
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of the screen, there is a dialog box for the target device. If the device has an established active
connection with Platform Builder, you may skip all configuration settings and choose Default
Device, which uses the default settings of the most recently connected device.

To configure additional settings or to add another device, click the Cancel button and
configure the connection settings for the device. These settings are configured in the same
way for all remote utilities. They were discussed in more detail under the File Viewer utility.

To connect to a device, choose Connection, and then Connect to Device. A dialog box ap-
pears, similar to the one that shows up when the program starts. Choose a device and click
OK. A dialog box appears showing the progress of being connected to the device. After the
connection has been successfully established, the program will start copying the files needed
for monitoring the target system. After copying and initialization of the remote section of the
device are completed, a window with three vertical views appears. The left pane displays the
process tree, threads, and interrupts; the central pane displays system details; and the right
pane displays the symbols’ explanation. The main application pane enables you to access the
main utility controls, as shown in Figure 2-91.

In the left pane, the tree can be expanded in order to view what process threads have been
started. The central pane displays a detailed view of the system, as shown in Figure 2-92.
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FIGURE 2-92 Windows Embedded CE Remote Kernel Tracker detailed system view
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By using the main pane of the application, you may set the zoom level (Zoom Range (ms)),
with a maximum of 1 millisecond (ms) and a minimum of 10,000 milliseconds. The square
boxes in the system details window represent various system events tracked by the utility. If
you hover the cursor over a square, you will be able to see detailed information about the
selected event. By using the menu (View, and then Event Filter), you can filter system events
available for viewing.
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FIGURE 2-93 Thread pane context menu

Find Event. .. Chl+F
Find Mext Event Chrl+Right
Find Previous Event Chrl+Left
Zoom In Chrl+p
Zoom Out Chrl+Down
Next Funning Thread Right

Previous Running Thread Left
Set Time Marker 1 ab Cursor
Set Time Marker 2 at Cursor

FIGURE 2-94 System details pane context menu

The context menus in a thread pane, as shown in Figure 2-93, and in a system details pane,
as shown in Figure 2-94, enable you to perform additional actions to analyze the system
processes, as well as to find and resolve problems. The utility saves the session data for sub-
sequent analysis, for which the user is prompted at the end.

Call Profiler

The Call Profiler utility enables you to track the time it takes to run parts of the applica-
tion code and therefore to locate problems in the code that impact the application perfor-
mance as a whole in a negative way. To ensure that this utility is capable of collecting data,
the application code needs to receive additional instructions that will send Call Profiler the
information about code operation. In order to perform this build, it is necessary to set
additional parameters for the application build:

B WINCECALLCAP=1, for CallCAP profiling.
B WINCEFASTCAP=1, for FastCAP profiling.

This can be done in the Command Prompt window of the design interface or in the Sources
file. As we mentioned earlier, the profiler subsystem supports two types of profiling, FastCAP
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and CallCAP. FastCAP inserts a service code before calling each function and right after the
return from the application function. CallCAP inserts a service code right after a function is
called and before the return from the function. FastCAP functionality is not supported for
x86 processors.

To launch this utility, choose Target from the main menu, then Remote Tools and, in the
menu that appears, choose Call Profiler. The main program window appears. In the up-
per portion of the screen, there is a dialog box for the target device. If the device has an
established active connection with Platform Builder, you may skip all configuration settings
and choose Default Device, which uses the default settings of the most recently connected
device.

To configure additional settings or to add another device, click the Cancel button and
configure the connection settings for the device. These settings are configured in the same
way for all remote utilities. They were discussed in more detail in the “File Viewer” section.

To connect to a device, choose Connection, and then Connect to Device. A dialog box
appears, similar to the one that shows up when the program starts. Choose a device and click
OK. A dialog box appears showing the progress of being connected to the device. Next, a
dialog box for launching the Call Profiler appears, as shown in Figure 2-95.
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FIGURE 2-95 Collection Control dialog box

Click the Start button to start collecting data. After that, you will be able to launch programs
on the device and perform all necessary actions. After the test scenarios have been run, click
the Finish button to stop collecting data and to view it in a graph. A second option is to
launch the application on the device by pressing the Launch button and entering the
application name, as shown in Figure 2-96.
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FIGURE 2-96 Launch program for profiling
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Collected information can be available in various views. It enables you to analyze the applica-
tion performance, as shown in Figure 2-97.
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FIGURE 2-97 Analysis of collected data in Call Profiler

Note that the Call Profiler utility is not intended for profiling the system code.
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Table 2—7 shows other utilities included in the toolkit.

TABLE 2-7 Other utilities.

Utility
CEAppCompat.exe

BinCompress.exe

BinMod.exe
CEBackup.exe

CreateMUIl.bat

CvrtBin.exe
DumpBin.exe
KbdGen.exe
ReadlLog.exe
StampBin.exe
Sysgen_capture.bat
ViewBin.exe

CabWiz.exe

Wceldcmd.exe

Unldcmd.exe

Purpose

Checks the compatibility of libraries and applications of earlier version
of CE with the new version of the operating system.

Prepares compressed files for the x86 BIOS loading utility.

Extracts and replaces files in the image. Only for files from the FILES
section.

Backs up and restores system libraries supplied with Platform Builder
(lib files from the Public directory tree).

Creates Multilingual User Interface (MUI) files for a given language.

Converts ROM files (.bin) into true binary format or into the Motorola
format.

Collects information from 32-bit Common Object File Format (COFF)
files (.exe, .DLL), such as imported and exported functions.

Generates keyboard layout files for Windows Embedded CE using DLL
files of the Windows XP keyboard layout as a base.

Converts the log file CELog into a text format or a format readable by
the Kernel Tracker utility.

Enables you to view and modify data in the ROMPID and ROMHDR
regions of the binary image (BIN).

Generates Sources files for Public projects that the developer wishes to
transfer to his or her own code tree; for example, a driver that can be
transferred to the developer’s own BSP for subsequent modification.

Views information about the system'’s image (.bin).
Creates .cab files for installing programs on the device.

Used to install .cab files to a specified location. Supports standalone
devices.

Used for uninstalling created .cab files. Supports standalone devices.
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Microsoft Windows Embedded CE 6.0 is a real-time, componentized, multithreaded operat-
ing system (OS) that supports preemptive multitasking and runs on multiple processor archi-
tectures, including ARM, Microprocessor without Interlocked Pipeline Stages (MIPS), x86, and
SH4. Windows Embedded CE 6.0 operates in the virtual address space of 4 gigabytes (GB).
The system kernel uses the upper 2 GB of virtual memory, while the active user process uses
the lower 2 GB. Windows Embedded CE 6.0 supports up to 32,000 user processes, with the
actual number of processes limited by the system resources. User processes include special
processes that make the application programming interface (API) available for user applica-
tions. Such applications are named user-mode servers. These include Udevice.exe (User Mode
Driver Host, a process that loads user-mode drivers) and Servicesd.exe (a process that loads
services such as Hypertext Transfer Protocol (HTTP), File Transfer Protocol (FTP), Universal
Plug and Play (UPnP), and so on). The system shell makes the main interface available to the
user. If the system shell makes an additional API available, it is also a user-mode server.

The core of the operating system is the Nk.exe process, into which dynamic libraries respon-
sible for various types of system functionality are loaded. You can also load system libraries
and drivers into the kernel. Kernel libraries that make the APl available for user applications
are named kernel-mode servers.

The system APl is available to applications through the coredll.dll library, which is linked to all
executable modules of the operating system. The kernel modules are linked to a special ver-
sion of coredll.dll for the kernel named k.coredll.dll. If a module is linked to coredll.dll and is
loaded into the kernel, then all coredll.dll calls are automatically rerouted to k.coredll.dll.

In addition to the system API, the operating system offers an application API that is similar to
the desktop Win32 API. A developer can access applied functionality through various appli-
cation libraries, such as Wininet.dll, Winsock.dll, Msxml.dll, and Winhttp.dll. The system archi-
tecture includes the following components, as shown in Figure 3-1.
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Applications

User Processes

Servicesd.exe Udevice.exe Udevice.exe
System

Win32 CE API
Coredll.DLL/WinINet.dll/CommCrtl.DIl/CommDIg.dll/WinSock.dll/...

k.coredll.dll

NDIS Network
Services
OAL

Drivers

Kernel.dll

Kernel

) o)

FIGURE 3-1 System architecture

Operating System Kernel Architecture

Let us take a closer look at the structure of the system kernel. A system kernel can be graphi-
cally represented as shown in Figure 3-2.
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FIGURE 3-2 System kernel

The Nk.exe process is built from a static OEM adaptation layer (OAL) library, which is linked to
the kernel.dll library file. Therefore, in Windows Embedded CE 6.0, the interface between the

OAL and the system kernel is predetermined as much as possible. Table 3-1 outlines the main
kernel-mode system servers and their functionality.

TABLE 3-1 Kernel-mode system servers.

Kernel-Mode Server
kernel.dll

kitl.dll

filesys.dll

fsdmgr.dll

device.dll

devmgr.dll

gwes.dll

k.coredlIl.dll

Functionality

This is the system kernel. It provides basic functionality such as mem-
ory management, process loading, scheduler, and process and thread
management.

Implements Kernel Independent Transport Layer (KITL).

File system, object store, registry, CEDB database, and system initial-
ization.

File system manager, file system filter manager, and media manager.

Together with devmgr.dll, it provides the Device Manager functional-
ity.

Loads and manages drivers; loads input/output (I/O) resource man-
ager.

Responsible for the Graphics, Windowing, and Events Subsystem
(GWES). Supports windows, dialog boxes, controls, menu, and other
resources related to the user interface. Controls window manager and
window messaging manager, including keyboard messages, mouse
messages, touch screen messages, and so on.

A version of coredll.dll for the system kernel.

In addition to the system libraries, you can also load kernel-mode drivers into the kernel.
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Operating System and Hardware Interaction

The Windows Embedded CE 6.0 kernel interacts with hardware through the OAL, which con-
ceals specific implementation of the processor and its periphery from the kernel implemen-
tation for the processor type shipped with the developer tools. It also performs hardware
initialization. The operating system interacts with hardware by using drivers. A combination
of the OAL, drivers, and configuration files for a specific hardware platform is named a board
support package (BSP). The development suite includes samples of BSP implementations

for reference platforms. Usually, a new BSP development starts by cloning the existing BSP
sample that most closely matches the development BSP.

As mentioned before, drivers can be loaded into the kernel space. Such drivers are named
kernel-mode drivers. Drivers that are loaded into a specialized user process, Udevice.exe (or
User Mode Driver Host), are named user-mode drivers. Kernel-mode drivers offer higher
productivity. Systems that use user-mode drivers are more fault-tolerant. The infrastructure
of system drivers is designed in such a way that if certain requirements are met, you can
develop drivers that function in both user mode and kernel mode.

Operating System Virtual Memory Architecture

The Windows Embedded CE 6.0 operating system is built based on virtual memory, which
provides the operating system with a flexible and effective way of managing the limited
resources of physical memory. The architecture of virtual memory is a mapping of virtual
memory addresses to physical addresses. The architecture of virtual memory implies that
virtual memory is mapped to physical memory, and not vice versa. Generally speaking, it is
impossible to determine a corresponding virtual address if you know the physical address.
Besides, sometimes it is common for multiple virtual addresses to be mapped to the same
physical address. For example, the binary code of a dynamic-link library (DLL) can be loaded
once into physical memory, yet be used by various processes.

Windows Embedded CE 6.0 is a 32-bit operating system. The 32-bit architecture provides

4 gigabytes (GB) of address space. Windows Embedded CE 6.0 operates in a flat 4-GB ad-
dress space where the system kernel uses the upper 2 GB and the active user process uses
the lower 2 GB. Virtual memory is allocated by page. The size of a virtual memory page in CE
6.0 equals 4 kilobytes (KB) and is determined by the architecture of the supported processor
types. A virtual memory page represents a contiguous sequence of bytes, which corresponds
to a contiguous physical memory page. The memory management unit (MMU) of the pro-
cessor is responsible for working with virtual memory and for translating virtual addresses
into physical addresses. Information about virtual-to-physical memory mapping is stored in
the page table. The page table stores information about virtual-to-physical memory page
mapping as well as additional page properties such as write access, availability for execu-
tion, access denial, and so on. When the system accesses the memory address, the processor
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checks page tables in order to find the physical page that the system is addressing. If the
physical page is not found, a page fault occurs. A page fault also occurs if the requested ac-
cess to the address does not match the page, such as during attempts to write to a page that
is marked as read-only.

There are three states of virtual memory in CE 6.0:

B Free when memory is not allocated or used by the system.

B Reserved when memory is reserved but has not yet been mapped to the physical
addresses.

B Committed when memory is reserved by the system and its mapping to physical ad-
dresses has been set.

Windows Embedded CE 6.0 commits virtual pages by request, which means that the process
of committing a page is postponed for as long as possible. For example, when Windows
Embedded CE allocates a stack or a heap, virtual memory is reserved, not committed. When
an active application thread tries to access a reserved address, a page fault occurs, the active
thread execution is suspended, the kernel processes the page fault, a necessary number of
pages are committed, and code tables are corrected, after which the active threads resume
operations. Page fault processing happens entirely inside the kernel and is thus hidden.
Therefore, the process of addressing the memory (in this case, a stack memory or a heap
memory) is completely transparent to the application.

Physical Memory Virtual Memory
— Ve ~ OxFFFF FFFF
Kernel
Space
0xCO00 0000
16 MB ROM
z
]3¢
Device Buffer | 8§ ™
2 =
2 @
32 MBRAM | =
0xA000 0000
16 MB ROM
 Novine Rrrar )
o vm o) (Device Buffer ) = =
16 MB ROM —————— |2 @
32 MB RAM
 Novine Rorrar )
Device Buffer 0x8000 0000
0x0200 0000 ™ o
32 MB RAM g
0x0000 0000 ——>———
0x0000 0000

FIGURE 3-3 An example of static mapping from physical memory to virtual memory
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A key element of the virtual memory architecture is the ability to map virtual addresses to
physical addresses. Windows Embedded CE provides two virtual-to-physical mapping types,
static and dynamic. The processor (for MIPS and SH4) or the manufacturer in an OAL (for
x86 and ARM) in a special structure named OEMAddressTable determines static mapping. An
example of static mapping is shown in Figure 3-3.

An important distinction of statically mapped virtual memory is that it is always available (com-
mitted), as opposed to dynamically mapped memory. Therefore, the kernel has guaranteed
access to statically mapped virtual memory, which is required for low-level kernel initialization
and for processing exception errors such as page faults. The necessity of enabling memory
access for the kernel produces a requirement that the entire read-only memory (ROM)/random
access memory (RAM) of the device can be statically mapped, including the device memory
that is used for processing interrupt service routines (ISRs), which are processed in the kernel-
exception context.

Windows Embedded CE supports static mapping of two virtual memory regions, each 512
MB in size. The lower 512 MB (0x8000 0000—0x9FFF FFFF) of virtual memory is mapped to
physical memory with caching, and the upper 512 MB (0xA000 0000-0xB999 9999) of virtual
memory does not use caching. Static mapping of the virtual memory is a good demonstra-
tion of the virtual memory architecture having two different virtual memory addresses

with different access properties mapped to the same physical memory. Accessing virtual
memory in region 0x8000 0000—-0x9FFF FFFF does not necessarily result in accessing physical
memory, because the value can be read from the cache. Accessing virtual memory in region
0xA000 0000—-0xB999 9999 always results in accessing physical memory. This distinction is
important to keep in mind while developing drivers.

Kernel Traps
Kernel Data Pages

System Kernel

Object Store

|auJsy 10 g9 ¢
4

Statically Mapped
Addresses

$59001d 104 g9 T

FIGURE 3-4 Windows Embedded CE 6.0 virtual memory space map
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Dynamic mapping of the virtual memory occurs as part of the system and application op-
erations by calling functions such as VirtualAlloc, VirtualAllocEx, VirtualCopy, VirtualCopyEx,
VirtualAllocCopyEx, and so on. Despite the fact that the system uses 4-KB virtual memory
pages, the system APl of Windows Embedded CE 6.0 enables you to allocate virtual memory
only with a 64-KB alignment (16 pages) that commits (maps) virtual memory by request or by
calling designated functions directly by using page-by-page alignment. Figure 3—4 shows a
Windows Embedded CE 6.0 virtual memory space map.

The kernel address space takes up the upper 2 GB and is identical for all system processes.
The user space takes up the lower 2 GB and is unique for each process. The system kernel
maps the address space of each designated process into this address space each time there is
a switch between processes. At any given time, there is only one current process that has its
own address space; it cannot access the address space of another process or obtain access to
the kernel memory space. The system kernel has access to the entire address space and can
obtain access to any permitted memory address.

Let us now look at a more detailed map of virtual memory of the operating system by exam-
ining the virtual memory allocation in kernel virtual address space, as shown in Figure 3-5.

OxFFFF FFFF
CPU Virtual Memory
(256 MB)
0xFO00 0000
Kernel Virtual Memory
(256 MB if CPU is
Supported)
0xEO00 0000
Kernel Virtual Memory
(256 MB)
0xD0O00 0000
Object Store (128 MB)
0xC800 0000
Kernel XIP Libraries
(128 MB)
0xCO00 0000
Non-cached Statically
Mapped Addresses
(512 MB)
0xA000 0000
Cached Statically
Mapped Addresses
(512 MB)
0x8000 0000

FIGURE 3-5 Kernel virtual address space map
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Table 3-2 provides a detailed description of kernel virtual memory allocation.

TABLE 3-2 Kernel virtual memory allocation.

Memory Region Size Description
0x80000000—-0x9FFFFFFF 512 MB  Statically mapped virtual addresses accessed with caching.

0xA0000000—-0xBFFF FFFF 512 MB  Statically mapped virtual addresses accessed without caching.

0xCO0000000-0xC7FF FFFF 128 MB  Mapping of execute in place (XIP) DLLs loaded by the kernel,
servers, and kernel drivers. XIP entails running without copying
into the RAM and fix-up addresses.

0xC8000000—-0xCFFFFFFF 128 MB  Object store for RAM file system, CEDB databases, and registry.

0xD0000000-0xDFFFFFFF 256 MB  Virtual memory of the kernel used for all OS kernel modules.

O0xE0000000—OxEFFFFFFF 256 MB  Virtual memory of the kernel, if supported by the processor.

0xFOO00000—-OxFFFFFFFF 256 MB  Captures system calls and includes kernel data pages.

Let us now proceed to the discussion of virtual memory allocation in user address space, as

shown in Figure 3-6.

OXTFFF FFFF

Shared System Heap
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0x7000 0000

Memory-mapped Files
Stored in 256 MB RAM

0x6000 0000
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0x4000 0000
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!
L
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Buffer Between User Spaces
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FIGURE 3-6 Kernel virtual address space map
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Table 3-3 provides a detailed description of user virtual memory distribution.

TABLE 3-3 User virtual memory distribution.

Memory Region
0x00000000-0x00010000

0x00010000~0x3FFFFFFF

0x40000000—0x5FFFFFFF

0x60000000—-0x6FFFFFFF

0x70000000—-0x7FEFFFFF

0x7FFO0000—-0x7FFFFFFF

Size
64 KB

1 GB-64 KB

512 MB

256 MB

255 MB

1 MB

Memory Management

The processes of dynamic allocation, which consists of committing and freeing virtual
memory directly by using a designated API (VirtualXxxx), provide an opportunity to utilize
the maximum capability of the virtual memory architecture. However, the use of those
functions implies that you have knowledge of the structure and virtual memory architecture
of Windows Embedded CE 6.0 and, possibly, of the processor physical architecture.

Description

User kernel data. The user process has read-only ac-
cess.

Contains process space executable code, virtual mem-
ory, heap, and stack. Virtual memory allocation starts
immediately after executable code and proceeds from
the bottom up.

Contains DLLs, code, and data with memory allocation
proceeding from the bottom up. Libraries that are
loaded into various processes are loaded by using the
same address. At the same time, code pages refer to
the same physical pages, and data pages refer to dif-
ferent physical pages for various processes.

The regions of memory-mapped files that are stored
in the memory. Unnamed memory-mapped files are
stored at fixed addresses for backward compatibility.

Shared heap between the kernel and processes. The
kernel, servers, and drivers may allocate memory to
this region and write to the allocated memory. The
user process can only read from this region. It enables
the user process to receive data from the kernel
without making a system kernel call.

Cannot be viewed for protection purposes; acts as a
buffer between user space and kernel space.

Table 3-4 describes the main API for working with virtual memory and its purpose.
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TABLE 3-4 Functions for virtual memory API.

Function

VirtualSetAttributesEx
VirtualProtectEx

VirtualQueryEx

VirtualAlloc

VirtualFree

VirtualProtect

VirtualQuery

VirtualAllocEx
VirtualFreeEx

VirtualCopyEx

VirtualAllocCopyEx

Purpose
Enables you to modify memory attributes on a page level.
Accessible only in kernel mode.

Sets access protection for the page region in the address space of a speci-
fied process.

Provides information about the page region in the address space of a
specified process.

Commits the page region in the address space of a process in which it is
called.

Frees or decommits the page region in the address space of a process in
which it is called.

Sets access protection for the page region in the address space of a pro-
cess in which it is called.

Provides information about the page region in the address space of a
process in which it is called.

Commits the page region in the address space of a specified process; the
allocated memory is initialized to zeroes.

Releases and/or decommits the page region in the address space of a
specified process.

Dynamic mapping of the virtual address to the physical address; a new
entry is created in the page table.

The resulting mapping is turned off by calling VirtualFree.

Works as a consecutive execution of the VirtualAllocEx function and then

the VirtualCopyEx function. The resulting mapping is turned off by calling
VirtualFreeEx. Accessible only in kernel mode.

The application development process often does not require that you interact directly with
virtual memory; however, you must have the ability to dynamically allocate a large number
of memory regions of variable size (usually, a lot less than 64 KB) with granularity of at least 1
byte. To solve this problem, the operating system provides applications with a heap created
through direct interaction with virtual memory. A heap provides a developer with an ability
to allocate memory blocks of variable size with granularity of 1 byte without having to com-

mit virtual memory.

Windows Embedded CE 6.0 implements a heap as follows:

B |tis a sequence of unmovable blocks.

B When searching for free memory, the first suitable block is allocated.

m | the first block of the needed size is not found and the heap has no restrictions on
maximum size, additional memory is allocated for the heap.
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B When additional memory is allocated, a heap is not guaranteed contiguity of its result-
ing address space.

B Free heap blocks are combined forward according to a list with each memory alloca-
tion and deallocation cycle.

B A search for blocks for new memory allocation always starts from the last allocated or
deallocated block.

B FEach time there is a request for more than 16 KB of memory, a separate heap is created.

Because unmovable blocks are used, virtual memory pages (4 KB) are deallocated by the
heap only when all of its blocks are deallocated. An application can allocate and deallocate
memory from a heap arbitrarily. However, considering the sequential structure of the heap
and the algorithm of searching for unallocated blocks, that are being used, there is a pos-
sibility of heap fragmentation. Heap fragmentation may result in the increase of time that

it takes to search for unallocated blocks and, in an extreme case, despite the presence of
unallocated memory space, it would be impossible to allocate memory from a heap without
having additional memory.

This type of heap implementation works best with smaller memory blocks of the same size
or of sizes that are as similar as possible, by using the “first one to be allocated, last one to be
deallocated” rule , which provides the most efficient use of the block combining algorithm.

When the operating system creates the process, it automatically creates and reserves (but
does not commit) a process heap with 64 KB of memory. The initial heap size is 64 KB,
with 60 KB of virtual memory reserved and 4 KB left at the end of the region for additional
protection against heap overflow.

A heap that is created automatically when the process is loaded is named a local heap. A
developer can create any number of private heaps for use in his or her application. If a heap
is created by the kernel process, it may be a shared heap. A shared heap, is available to

the kernel for reading and writing, whereas user processes can only have read access to it.
Windows Embedded CE 6.0 includes a new type of heap, and that is a remote heap which is
a heap that one process (server) creates in another process (client). A process that creates a
remote heap has full access to it, whereas the client process has read access and an optional
write access.

When a heap is created, the developer may specify the initial and the maximum size of the
heap. If a maximum size of the heap is specified, the heap is created with a certain size, so
that automatic size growth does not happen.

The main API for working with heaps is described in Table 3-5.
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TABLE 3-5 Heap API functions.

Function

CeRemoteHeapCreate

CeRemoteHeapMapPointer

HeapAlloc
HeapCompact

HeapDestroy
HeapFree
HeapReAlloc
HeapSize
HeapValidate
LocalAlloc
LocalFree
LocalReAlloc
LocalSize

GetProcessHeap

CeHeapCreate

Purpose

Creates a remote heap in a specified process and determines the
client process rights to the heap.

Maps a pointer to the memory received from a remote heap in one
process to a pointer that is available to another process from a pair.

Allocates memory from a given heap.

Compacts unallocated heap blocks that are close together and
stops committing large unallocated blocks of virtual memory.

Destroys a specified heap.

Deallocates memory that was allocated from a specified heap.
Reallocates memory from a specified heap.

Returns a memory block size allocated from a specific heap.
Validates service information about the heap.

Allocates memory from a process heap (local heap).

Frees up memory that was allocated from a local heap.

Reallocates memory from a local heap.

Returns a memory block size allocated from a local heap.

Returns a handle to a local heap of the process in which it is called.

Allocates a heap with specified memory allocator and memory
deallocator functions.

A stack is the simplest type of memory that is available to a developer. It is created, used, and

controlled automatically. A stac

k is used for storing local variables in functions, addresses of

function returns, and the state of the processor registers during exception handling.

Under Windows Embedded CE
architecture depends on the ha
to 64 KB, out of which 8 KB are
stack size is limited to 56 KB.

6.0, a stack is created for each thread in the system. Stack
rdware architecture, although the stack size is usually limited
reserved to control stack overflow!. Therefore, by default, the

If the entire stack object is used, an attempt to allocate memory from it results in an access
violation error and the application terminates abruptly.

1 Default linker settings include a control stack overflow option.
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By using the /STACK linking parameter, you can change the default stack size; you can also
specify the size of a stack directly during the process of creating a thread by using the
CreateThread function. When you change the default stack size, it is necessary to consider
that all threads in the system will be created by using the specified stack size, which may
result in memory availability issues in the systems with limited resources. Stack memory is
committed on a per-page basis only if necessary. Memory is committed initially when the
scheduler makes a thread available for execution for the first time.

A static data block represents the next type of memory. This block contains strings, buf-

fers, and other static values that the application references throughout its life. Windows
Embedded CE 6.0 allocates two sections for static data, one for read/write data and one for
read-only data. Because the operating system allocates these areas on a per-page basis,
there may be some space left over from the static data up to the next page boundary. It is
recommended that no extra space be left at the end of the static block area. It might be bet-
ter to move a few buffers into a static data area, rather than allocating those buffers dynami-
cally, as long as there is space in the static data area, or to initialize lines statically rather than
dynamically. The easiest way to determine the size of static data is by accessing the map file
of the linker.

Memory-mapped files represent the next type of memory used in applications. Memory-
mapped files are the files that are mapped into the virtual address space. A developer has
access to files by simply accessing certain areas of the memory. Changes made directly in
memory are mapped accordingly in the file.

The operating system enables you to create named and unnamed memory-mapped files.
The named memory-mapped files can be accessed from another process by requesting a file
with the same name, thus enabling different processes to interact with each other. The un-
named memory-mapped files also can be used for interprocess communications. In order for
another process to access the mapping, it is necessary to use the DuplicateHandle function
to make a new handle to the mapping and pass the handle to the other process.

If the file that is being mapped to memory was created based on an actual media device, the
operating system handles this file by reading the file data from the media device in memory
and back. These types of memory-mapped files are named file-backed. You can create a
memory-mapped file that will have no corresponding file in the media device. In this case,
the entire file is stored in the operating system memory and not on a disk. Such files are
named RAM-backed.

The main API for working with memory-mapped files and its purpose are described in
Table 3-6.
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TABLE 3-6 Functions for working with memory-mapped files.

Function
CreateFile

CreateFileForMapping

CreateFileMapping

MapViewOfFile

FlushViewOfFile
UnmapViewOfFile

Purpose

Creates and opens a file that can be used for memory mapping.
Returns a file handle.

Creates and opens a file that can be used for memory mapping. The

kernel creates the file. The handle automatically closes when the process
completes.

You should not use this function; instead, you should use the regular
CreateFile function.

Returns a file handle.

Creates a named or unnamed memory-mapped file based on another file
or RAM. This function also returns a handle of a memory-mapped file.

Creates a view of a memory-mapped file or its part in the address space
and returns the initial address of the view of a memory-mapped file.

Flushes the view of a memory-mapped file.

Unmaps a view of the memory-mapped file.

Processes, Threads, Fibers, and the Scheduler

The Windows Embedded CE base execution unit is a thread. Each thread has its own context
(stack, priority, access rights, and so on) and is executed in the process container. Each pro-
cess contains at least one thread that is the primary thread. Windows Embedded CE has a
theoretical limitation of 32,000 processes that the system can simultaneously load. The num-
ber of threads is not theoretically limited, but that number is limited by the number of avail-
able descriptors. All process threads have a shared address space—the memory allocated

by one thread is available to other threads within that process. Also, all process threads have
equal rights to access descriptors regardless of the nature of their handle. Access rights to the
address space of another process are determined on a thread level.

The scheduler is a kernel component responsible for managing thread execution. The sched-
uler ensures a predictable order of thread execution by using thread prioritization. When
interrupts occur in the scheduling system, the scheduler takes the interrupts into account and
reprioritizes threads accordingly. The Windows Embedded CE scheduler implements a pro-
cess of time-slotted operation that uses multitasking, is based on priority, and has support
for a single-level priority inversion.
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The multitasking support system of Windows Embedded CE has the following characteristics:

B Time-sliced multitasking.
0 Usually, a slice of execution time (quantum) is equal to 100 milliseconds (ms).
0 A quantum can be set by the device manufacturer.
0 A quantum can be set programmatically for each thread.
B 256 priority levels.
0 O-thread executes until completion.
0 251-default thread priority.
B Preemptive multitasking.

0 If several threads of different priority levels are ready for execution, the thread
with the highest priority level as of the time of scheduling is made available for
execution.

B Round-robin scheduling of threads with the same priority level.

0 After a thread has completed executing a quantum, if the system had other
threads with the same priority level as the first thread, the system suspends ex-
ecution of the specified thread and makes another thread available for execution.
The suspended thread is scheduled for execution after the system runs all threads
with the same priority level. That is, the system executes threads with the same
priority level cyclically.

0 If a time slice is set to zero, the system excludes the thread from cyclical execution
and instead runs it until it completes or is blocked, as long as there are no higher-
priority threads or interrupts.

B One level of priority inversion is supported.

0 Priority inversion happens when a lower-level-priority thread blocks the execu-
tion of a higher-level-priority thread by holding the resource for which the
higher-level priority thread waits.

Q0 A one-level priority inversion denotes that only one thread'’s priority is increased,
which helps to resolve one-level blocking problems. If a lower-level-priority
thread is blocked by a process with an even lower priority level, then one-level
priority inversion will not be able to unblock the resource.

Figure 3—7 shows an example of thread execution that demonstrates time-slicing, a cyclical
scheduling of threads with the same priority level, and pushing threads with a lower priority
level to the background.
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FIGURE 3-7 Windows Embedded CE scheduler thread execution

Let us take a closer look at the process depicted in Figure 3-7. There are four threads. The
first thread (1) has the highest priority level, while the fourth thread (4) has the lowest prior-
ity level. The second (2) and the third threads (3) have the same priority level, which is higher
than that of the fourth thread and lower than the priority of the first thread. At the initial
stage, the first thread has the highest priority level of all threads that are ready to be ex-
ecuted. It executes within a quantum (slice) of time, after which the scheduler places it again
for execution because the thread continues to have the highest priority level. After a while, in
less than one time quantum of execution, the first (1) thread is blocked. Now the second (2)
and the third (3) threads can be executed. Because these threads have equal priority, they are
scheduled to be executed in a cyclical manner. In our case, first the second (2), then the third
(3), then again the second (2) executes until it is blocked and the third one (3) executes until
that one is blocked. Now the system has only one thread, the fourth thread (4), that is ready
for execution. It is executed in a quantum of time, after which the scheduler once again starts
planning its execution because it remains to be a thread with the highest priority level ready
for execution. After a while, in less than one time quantum of execution, the first (1) thread is
unblocked, so the first thread is ready for execution. Execution of the fourth (4) thread stops,
and it is preempted by the first (1) thread, which continues to run.

Figure 3-8 shows a typical scheme of resource blocking that is resolved by priority inversion.
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FIGURE 3-8 Resource blocking resolved by priority inversion

Let us take a closer look at the process depicted in Figure 3-8. Thread A acquires a resource,
and after a while it is pushed away by a higher-priority thread B, which in its turn is pushed
away by thread C, which, after a while, is blocked while waiting for a resource captured by
thread A. Because thread A is not the highest-priority thread of the ones that are left, af-

ter the high-priority thread C is blocked, it will stop executing and the resource will remain
blocked. Therefore, a low-priority thread blocks a higher priority thread as far as the resource
is concerned. When a similar situation is detected, the scheduler increases the priority of a
lower-priority thread A to the level of a blocked high-priority thread C until a lower-priority
thread has freed a resource. After that, the priority level of low-priority thread A is restored,
and thread C continues executing.

Windows Embedded CE implements a single-level priority inversion, which means that prior-
ity is increased for only one thread. Therefore, if a thread that blocked a higher-priority-level
thread is blocked by a lower-priority thread, the single-level priority inversion will not result
in unblocking. A fully nested priority inversion may resolve a multilevel mutual blocking; the
scheduler will go through all blocked threads and increase the priority if necessary until a
higher-priority thread is unblocked. However, this disrupts a predictability of execution and
does not provide an opportunity to entirely utilize priority inversion in a system with a real-
time support, such as Windows Embedded CE.

A developer is required to write his or her code in such a way that avoids mutual blocking. In
real-time systems, a developer must avoid priority inversion because it disrupts the execution
thread. To do that, it is necessary to not have race conditions for a resource, which is accom-
plished by setting the same priority level for all threads that work with one resource.

Let us now look at how APIs work with threads. Table 3-7 shows the main API for working
with threads and processes, as well as the functions
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TABLE 3-7 Functions for working with threads and processes.

Function

CeGetThreadPriority

CeGetThreadQuantum

CeSetThreadPriority

CeSetThreadQuantum

CreateProcess
CreateThread
ExitProcess
ExitThread

GetCurrentProcess

GetCurrentProcessld
GetCurrentThread

GetCurrentThreadld
GetExitCodeProcess
GetExitCodeThread
GetThreadContext
GetThreadPriority
OpenProcess

OpenThread
ResumeThread

SetThreadContext
SetThreadPriority
Sleep
SuspendThread
TerminateProcess
TerminateThread
TIsAlloc

TIsFree
TIsGetValue
TIsSetValue

Purpose

Returns the priority (0-255) of a thread.

Returns the time slice (quantum) of the thread execution.
Sets priority (0-255) of a thread.

Sets the time slice (quantum) of the thread execution.
Creates a new process and the main thread.

Creates a thread in the address space of a process.
Finishes the current process and all of its threads.
Finishes the current thread.

Returns a pseudo-handle of the process in which it was named.

Returns the identifier of a process in which it was named; coincides with
the pseudo-handle of the process.

Returns the pseudo-handle of the process in which it was named.

Returns the identifier of the thread in which it was named; coincides with
the pseudo-handle of the process.

Returns an exit code for a specified process.

Returns an exit code for a specified thread.

Returns the context for a specified thread.

Returns the priority (248-255) of a specified process.

Returns a handle for the existing process according to an identifier.
Returns a handle for the existing thread according to an identifier.

Decreases suspend count by one. Thread execution will continue when the
count is equal to zero.

Sets context for a specified thread.

Sets priority (248-255) for a specified thread.

Suspends execution of the current thread for a specified period of time.
Suspends thread execution and increases suspend count by one.
Terminates a specified process and all of its threads.

Terminates a specified thread.

Receives an index for making an entry in a thread local storage (TLS).
Frees an index of a local thread storage thus making it reusable.
Receives a value from local thread storage according to an index.

Sets a value in local thread storage according to an index.
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In addition to the threads whose execution is scheduled by the system scheduler, there are
execution units that are manually scheduled for execution by an application. These units are
named fibers. Fibers have the following characteristics in Windows Embedded CE:

A fiber is executed in a context of a thread that launches it.
Each thread may execute several fibers.

In order to manage fibers, the thread itself needs to be converted to a fiber by calling
the ConvertThreadToFiber function.

A fiber is executed when its thread is executed.

Fibers are not preempted. The thread switches fiber execution directly.

The main API for working with fibers and its purpose are listed in Table 3-8.

TABLE 3-8 Functions for working with fibers.

Function Purpose

ConvertThreadToFiber Converts a current thread to a fiber.

CreateFiber

Creates a fiber and sets its stack and the starting address. Does not
launch a fiber execution.

DeleteFiber Deletes a current fiber.

GetCurrentFiber Returns the current fiber's address.

GetFiberData

Returns data transferred to a fiber by ConvertThreadToFiber and
CreateFiber functions.

SwitchToFiber Launches execution of a specified fiber.

Synchronization Objects

Synchronization routines that ensure a coordinated execution of threads and a safe access to
resources are an integral part of a multithreaded execution system. Windows Embedded CE
has the following synchronization objects:

Critical sections.
Mutexes.
Semaphores.
Events.

Point-to-point message queue.

In addition to these objects, you can also use a thread's handlers and interlocked functions.
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Each type of synchronization object has its own name space. An object with an empty string
(") is also considered a named object.

Synchronization objects can be in a signaled or a non-signaled state. A thread requests a
synchronization object and is blocked if an object is in a non-signaled state. After an object
switches to a signaled state, the thread continues execution.

Table 3-9 provides a list of functions that enable you to block a thread execution until a cer-
tain synchronization object has changed to a signaled state.

TABLE 3-9 Function list for blocking threads.

Function Purpose

Blocks a thread execution while waiting until a specified synchroniza-

WaitForSingleObject tion object has switched to a signal state.

Blocks a thread execution while waiting until one of the specified

WaitForMultipleObject L . . .
artrorviuftipietbjects synchronization objects has switched to a signal state.

Let us begin looking at synchronization by examining interlocked functions. Interlocked
functions provide synchronized access to a shared variable. The objective of the function is to
prevent a preemptive movement of a thread during its execution. Interlocked functions and
their purpose, provided by Windows Embedded CE, are listed in Table 3-10.

TABLE 3-10 Interlocked functions and their purpose.

Function Purpose

Atomically increments the value of a specified 32-bit variable by
InterlockedIncrement one.

Atomically decrements the value of a specified 32-bit variable by
InterlockedDecrement one.

InterlockedExchange Atomically exchanges the values of two 32-bit variables.

Provides a conditional testing and sets the value of a 32-bit

InterlockedTestExchange )
variable.

Provides a conditional atomic comparison and sets the value of a
32-bit variable.

Atomically changes the value of a 32-bit variable to a specified

InterlockedCompareExchange

InterlockedExchangeAdd
value.
InterlockedCompareExchange- Provides a conditional atomic comparison and sets the value of a
Pointer pointer.
InterlockedExchangePointer Atomically sets the value of a pointer.

A thread handle can act as a synchronization object. A thread is in a signaled state when it's
executing, and it's in a non-signaled state when it's not executing.
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A critical section is designed to protect the code area that accesses a shared resource that
must not be concurrently accessed by more than one thread of execution. A critical section is
a special data structure that an application must allocate and initialize before using it. To pro-
tect a code area, a thread calls a critical section (by using the EnterCriticalSection function)
and is blocked? until the critical section becomes available. When exiting a code area that
needs to be protected, the thread frees the critical section (by using the LeaveCriticalSection
function).

Critical section functions must have a pointer to the critical section data structure, which lim-
its the range of a critical section to the visibility range of a corresponding variable that con-
tains a specialized structure, that is, the range of the process or the library.

Entering a critical section does not result in turning to the kernel and creating a kernel-based
object, as long as there are no blocks. Therefore, using critical sections is a very effective so-
lution when there are only a few blocks.

The main API for working with critical sections and its purpose are provided in Table 3-11.

TABLE 3-11 Functions for working with critical sections.

Function Purpose
InitializeCriticalSection Initializes a critical section.
EnterCriticalSection Blocks a thread execution while waiting for access to a critical section.

The function is returned when the thread that makes the call becomes
the owner of the critical section.

Tries to enter a critical section without blocking execution. If the call is

TryEnterCriticalSection - .
y ” I successful, the thread becomes the owner of the critical section.

LeaveCriticalSection Leaves a specified critical section.

Deallocates all resources of a critical section that is owned by any
DeleteCriticalSection thread.

A mutex is designed to provide mutually exclusive access to a resource. A mutex is in a sig-
naled state when it is not owned by any thread. When it is owned by a thread, it is switched
to a non-signaled state. At any point in time, only one thread can own a mutex. As opposed
to a critical section, a mutex is a pure-kernel object, and therefore, when accessed by another
process, regardless of blocking, the kernel is called, which results in considerable overhead.

A mutex can be named or unnamed. Named mutexes provide synchronization among dif-
ferent processes. Mutex synchronization is achieved by using standard WaitForSingleObject/
WaitForMultipleObject functions. After a mutex operation finishes, its handle must be freed
by calling a standard CloseHandle function.

2 Also available is TryEnterCriticalSection, which enables you to try to obtain a critical section without blocking
execution.
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The main API for working with mutexes and its purpose are listed in Table 3-12.

TABLE 3-12 Functions for working with mutexes.

Function Purpose
CreateMutex Creates a named or unnamed mutex object.
ReleaseMutex Releases a specified mutex object.

A semaphore is designed to limit the number of threads that are simultaneously using a re-
source. When a semaphore is initialized, the system specifies the initial number and the maxi-
mum number of threads that can simultaneously use a resource. Each time a process takes
ownership of a semaphore, the counter is decremented by one. Each time a process frees a
semaphore, the counter is incremented by one.

The counter value may be no less than zero and no more than the maximum value specified
upon semaphore creation. A semaphore is in a signaled state when the count is greater than
zero, and it's in a non-signaled state when it is equal to zero. A semaphore can be named or
unnamed. Named semaphores provide the ability to perform synchronization among differ-
ent processes.

Semaphore synchronization is achieved by using standard WaitForSingleObject and
WaitForMultipleObject functions. After a semaphore operation terminates, its handle must
be freed by calling a standard CloseHandle function.

The main API for working with semaphores and its purpose are listed in Table 3-13.

TABLE 3-13 Functions for working with semaphores.

Function Purpose
CreateSemaphore Creates a named or unnamed semaphore object.

Releases a specified semaphore by incrementing the counter by a cer-

ReleaseSemaphore .
tain value.

The system uses events for informing that certain events have occurred at a certain mo-
ment in time. A thread may await a certain event to perform certain actions. An event is in a
signaled state when it is set, and it's in a non-signaled state when it is not set (reset). Based
on how resetting is done, events are classified into those with automatic resets and manual
resets. Events with an automatic reset are switched into a non-signaled state by the kernel as
soon as one thread that is awaiting an event has been freed. Events with a manual reset must
be reset manually by calling a special function.

An event can be named or unnamed. Named events provide synchronization among differ-
ent processes. Event synchronization is achieved by using standard WaitForSingleObject and
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WaitForMultipleObject functions. After an event operation finishes, its handle must be freed
by calling a standard CloseHandle function.

The main API for working with events and its purpose are listed in Table 3-14.

TABLE 3-14 Functions for working with events.

Function Purpose

CreateEvent Creates a named or unnamed event object.
SetEvent Turns the event object into a signal state.
ResetEvent Turns off the signal state of the event.

Turns the event object into a signal state after a certain number of threads have

PulseEvent . .
HiseEv been unblocked. It turns off the signal state of the event object.

Let us take a closer look at the way the API interacts with various event types. When switch-
ing a manual reset event to a signaled state by using the SetEvent function, the event re-
mains in a signaled state until it is manually reset by the ResetEvent function. During this
reset, all threads awaiting the event are unblocked, along with the threads that start waiting
for the event after it is manually set and before it is manually reset. When the PulseEvent
function is used with a manual reset event, the event is switched to a signaled state, all
threads awaiting the event are unblocked, and the event is switched to a non-signaled state.

When an automatic reset event is set to a signaled state by calling the SetEvent function, only
one thread awaiting execution is unblocked. Then, the kernel switches the event to a non-
signaled state. An event remains in a signaled state until one thread is unblocked. Then, the
event switches to a non-signaled state, while the rest of the threads awaiting the event re-
main blocked. When using the PulseEvent function with an automatic reset event, the event
switches to a signaled state. If there are threads awaiting the event, one thread is unblocked.
Then, the event switches to a non-signaled state even if no threads have been unblocked.

A point-to-point message queue is designed for synchronization when it is necessary to
transmit additional information. It uses minimum resources and is designed for maximum ef-
ficiency. It is used by the power-management subsystem and Plug and Play. A point-to-point
message queue can be named or unnamed. Named point-to-point message queues provide
synchronization among different processes. Point-to-point message queue synchronization
is achieved by using standard WaitForSingleObject and WaitForMultipleObject functions.
After a point-to-point message queue operation finishes, its handle must be freed by calling
a standard CloseHandle function.

The main API for working with PPP event queues is listed in Table 3-15.
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TABLE 3-15 Functions for working with point-to-point message queues.

Function Purpose

CreateMsgQueue Creates and opens a user message queue.
CloseMsgQueue Closes an open message queue.

GetMsgQueuelnfo Returns information about a message queue.
ReadMsgQueue Reads one message from the message queue.
WriteMsgQueue Writes one message into a message queue.
OpenMsgQueue Opens an existing message queue according to a handle.

Interrupt Architecture

Practically all peripheral devices use interrupts to inform the operating system that certain
actions need to be taken to provide services for those devices. A device driver must process
an interrupt in order to provide a necessary service to a peripheral device.

A physical interrupt request (IRQ) is a hardware line by which a device sends an interrupt sig-
nal to a microprocessor. A system interrupt (SYSINTR) is a mapping of the IRQ for which an
OAL is responsible.

Some peripheral devices do not generate microprocessor interrupts. In those cases, a device
controller processes interrupts.

Under Windows Embedded CE, interrupt processing is divided into two parts: interrupt
service routine (ISR) and interrupt service thread (IST).

Each IRQ is associated with an ISR. Several interrupt sources can be associated with one ISR. If
an interrupt is rising, the kernel calls a corresponding ISR routine for that interrupt. When the
ISR execution completes, the routine returns a logical identifier of SYSINTR. The kernel checks
the logical identifier of an interrupt and sets an event that is associated with it. The scheduler
plans the execution of the IST that is waiting for the event, as shown in Figure 3-9.

The main task of the ISR is to determine the system identifier of the interrupt (logical inter-
rupt) request and mask it. The ISR can also perform other time-critical tasks. However, it is
necessary to minimize the time of ISR operation, because during its operation at least those
IRQs that have equal priority level and those with lower priority are not served. An ISR can be
statically linked to the kernel or it can be installed by calling the kernel. In both cases, the ISR
should have no external dependencies, either explicit or implicit. System kernel architecture
supports nested interrupt processing by providing the ability to process higher-priority IRQs
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that arrive while the ISR runs. A developer must implement the necessary hardware support
for his or her device and for his or her ISR routines.
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FIGURE 3-9 Interrupt handling

If the processor architecture supports multiple hardware IRQs, then the developer must
register the ISR routine in the OAL for each IRQ. For processors with one IRQ, such as ARM,
the kernel calls one predetermined procedure that must be implemented in the OAL, and the
developer can register separate installable ISRs in the kernel.

The kernel loads the installable ISRs dynamically while executing the LoadIntChainHandler
function. The use of the installable ISR (IISR) implies that the kernel has registered the ISR
for a designated IRQ, which initiates calling a chain of installable ISRs (NKCalllntChain) and
returns a logical identifier of the SYSINTR to the kernel. Processors with one IRQ, such as
ARM, require that initiating a call to a chain of interrupts be performed by a predetermined
function that processes interrupts (OEMInterruptHandler).

When calling the NKCalllntChain function, the kernel calls the ISRs that were registered by
calling LoadIntChainHandler on a first-in, first-out (FIFO) basis. If the ISR procedure that has
been called does not process a specified interrupt, it returns SYSINTR_CHAIN, and the kernel
proceeds to call the next IISR procedure. If the ISR procedure that has been called is able

to process a specified interrupt it returns a non-SYSINTR_CHAIN identifier, and the kernel
returns a specified identifier; the rest of the ISRs are not called.
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The IST performs the bulk of processing. The IST is a regular system thread that has a high
enough priority for handling the tasks of processing a specific interrupt for a specific device.
An IST is usually a part of the driver. An IST must perform at least the following actions:

1. It creates a standard event (by using the CreateEvent function).

2. It registers the event in the kernel for a certain logical identifier of SYSINTRs (by using
the Interruptlinitialize function).

3. It waits for an event associated with the interrupt (by using the WaitForSingleObject
function).

4. It notifies the kernel at the end of processing that the interrupt is done (by using the
InterruptDone function).

If a driver uses the installable ISR, then it can load the IISR (by using the LoadIntChainHandler
function); configure it (by using the KernelLibloControl function), and, when the driver

is finished, unload IISR (by using the FreelntChainHandler function). When the
FreelntChainHandler function is called, the ISR code is not named when processing a cor-
responding IRQ, but it remains in the memory. When the LoadIntChainHandler is called the
next time, the same IISR procedure uses the previously loaded code. Windows Embedded CE
6.0 includes a configurable IISR procedure that has a common purpose (Generic Installable
ISR- GIISR). Its source code is located in the \Public\Common\Oak\Drivers\GIISR directory.
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Build System

The Microsoft Windows Embedded CE development toolset uses a unified build system. A
developer can build an operating system (OS) from the Visual Studio 2005 integrated
environment or from a command-line interface. Visual Studio 2005 menu items launch the
necessary batch files. The build tools suite is composed of a set of batch files (batch files)
and console utilities. Designated environment variables and the parameters that are passed
during calls to the build system control the build process. Batch files initiate environment
variables during the initial stage by calling PBInitEnv.bat, which then calls Wince.bat with the
necessary parameters. The file blddemo.bat is the main batch file that controls the overall
build system. It in turn launches other batch files and build utilities, which can then launch
further batch files or utilities of their own, as needed.

The batch files used by the build system have documentation in the internal comments and
in Help, which makes it possible to trace the entire chain of calls to batch files and utilities.
The Nmake (Nmake.exe) utility is ultimately used for compiling and linking. It uses all the
necessary tools for the chosen processor architecture.

The tools suite and the input files for building the system are located in the catalog directory
tree, the root of which is determined by the environment variable "WINCEROOT (by default,
it is the WINCE600 directory in the disk’s root). The subdirectory structure is designed in such
a way that the hardware-dependent part (Platform catalog) is separated from the hardware-
independent part (Public and Private catalogs) of the operating system. The functionality of
an OS image can be either set through Platform Builder's user interface (Ul), or more directly
by setting environment variables within the build window.

In order to select a necessary functionality of the OS image, it is necessary to set environ-
ment variables of the image, which appear as SYSGEN_XXX. The usual method for setting
environment variables of the build is to select items of the Platform Builder catalog.
Additional environment variables can be specified in the OS design settings, as well as
directly from a command-line window by using the main build batch file, blddemo.bat.

The information about building separate components and the OS image is contained in
various configuration files. The Dirs files, Sources files, and Nmake configuration files are used
for building modules, whereas .bib, .reg, .dat, and .db files are used for building a binary
run-time image. The roles of these files are discussed later in this chapter.

The end result of a build process is a monolithic run-time image that can be loaded onto an
emulator or a target device for subsequent debugging.

101
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Directory Tree of the Build System

An operating system is built from a directory tree (catalog hierarchy). Table 4-1 lists standard
subdirectories of the root directory and descriptions.

TABLE 4-1 Standard subdirectories.

Directory
SDK

OSDESIGNS

PLATFORM

PUBLIC
PRIVATE

OTHERS

3RDPARTY

Description

Contains compilers and link utilities for supported platforms (x86, ARM, SH4,
Microprocessor without Interlocked Pipeline Stages [MIPS]). Additional utilities for
building a system image are located in the %_ WINCEROOT%\PUBLIC\COMMON\
OAK\BIN\I386 folder.

By default, this directory contains the OS designs that are in progress. Each
subdirectory corresponds to a named design of the operating system. An OS
design consists of various modules, such as tools and drivers.

The specified directory contains the hardware-dependent part of the operating
system, such as board support packages (BSPs) and drivers. Subdirectories contain
the implementation of OEM adaptation layer (OAL) and drivers for a specific
hardware platform. If a custom BSP needs to be created, its implementation is also
located in that directory. The Common subdirectory contains the common
platform code, including auxiliary libraries for writing the BSP and drivers.

Contains hardware-independent components of the operating system.

Contains the source code of the operating system. Windows Embedded CE cre-
ates this directory if the Shared Source feature is chosen and the additional license
agreement is accepted during the installation. After Platform Builder is installed,
the license agreement is located in the following file: \Program Files\Microsoft
Platform Builder\6.00\source.rtf.

Contains various components that for a variety of reasons were not included in the
above directories, such as:

B ATL8, which contains libraries, header files, and initial files for debugging ATL

applications.

m DotnetV2, which contains executable .NET files for supported processor archi-
tectures.

m Edb, which contains executable modules for supporting Enhanced Database
files.

m  SQLCE20, which contains SQL Compact Edition libraries for each supported
processor architecture.

m VisualStudio, which is a utility for working with devices for Visual Studio.
Directory for own components, such as those that were cloned from Public or

Private. It is independently created by a developer and, similar to Public, it is
automatically scanned for catalog files.

Let us take a closer look at the subdirectories of the Public directory, as shown in Table 4-2.
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TABLE 4-2 Subdirectories of the Public directory.

Directory
CEBASE

CELLCORE
COMMON

DATASYNC

DCOM
DIRECTX
GDIEX

IE
NETCFV2
OSTEST
PBTOOLS
RDP
SCRIPT
SERVERS

SHELL
SHELLSDK

SPEECH
SQLCE

VOIP
WCEAPPSFE
WCESHELLFE

Purpose
Device templates for thin client, gateway, and so on.
Components for working in cellular networks.

The CATALOG subdirectory contains the Platform Builder catalog. The OAK
subdirectory contains common components of the operating system, files
that manage the system build process, and auxiliary utilities.

Components for supporting synchronization of Windows Embedded CE de-
vices with desktop computers.

Components to support DCOM.

Support for DirectX.

Support for GDI+.

Internet Explorer 6.0 and additional modules.

For including .NET Compact Framework into the image.
Windows Embedded CE Test Kit (CETK).

Example of implementing an extension for Performance Monitor.
Support for Remote Desktop Protocol (RDP).

Script support for: Microsoft JScript 5.5 and VBScript 5.5.

Servers: HTTP, FTP, UPnP, OBEX, Telnet, and so on.

System shells including Standard Shell, Explorer Browser, and CEShell.

Application programming interface (API) shells of Pocket PC 2002 and
AYGShell API.

Support for Microsoft Speech API (SAPI) 5.0.

For including SQL CE in the image.

Support for Voice over IP (VolP)-based applications and SIP-based services.
WordPad and Inbox.

Windows Embedded CE shell components.

Most subdirectories in the Public directory contain Cesysgen, OAK, and SDK folders.
Cesysgen contains files, including header files, DEF files for generating DLLs, and other files
used in the build process, that are filtered based on selected OS functionality. The OAK folder
contains libraries and configuration files that are necessary for building a component. The
SDK folder contains auxiliary files for building applications that use the functionality of a
specified component. The DDK folder contains files that are needed for developing drivers.
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Environment Variables of the Build System

As mentioned above, the OS build process is controlled through environment variables. An
OS design is defined by what environment variables it sets. Each OS design has an associ-
ated PBInitEnv.bat file that is called to configure the build environment for that OS design.
PBInitEnv.bat is called either when a new build window is opened through the Build Open
Release Directory in the Build Window menu item in Platform Builder, or when an OS build is
initiated through the Platform Builder Ul. A sample PBInitEnv.bat file is as follows:

@echo off

REM Initial environment configuration

set _PB_INSTALL_ROOT=C:\PROGRA~I\MIOD56~1\6.00

set USING_PB_WORKSPACE_ENVIRONMENT=1

set _WINCEROOT=C:\WINCE600

set _FLATRELEASEDIR=C:\WINCE600\0SDesigns\CEBook\CEBook\RelDir\ _
DeviceEmulator_ARMV4I_Debug

set LOCALE=0409

set _PROJECTROOT=C:\WINCE600\0SDesigns\CEBook\CEBook\Wince600\DeviceEmulator_ARMV4I
REM Workspace and configuration variables

set PBWORKSPACE=C:\WINCE600\0SDesigns\CEBook\CEBook\CEBook.pbxml
set PBWORKSPACEROOT=C:\WINCE600\0SDes1igns\CEBook\CEBook

set PBCONFIG=Device Emulator ARMV4I Debug

REM Call wince.bat

call C:\WINCE600\pub1ic\COMMON\OAK\MISC\wince.bat ARMV4I CEBook DeviceEmulator
REM Make sure all build options are turned off

set IMGNODEBUGGER=

REM Anchored features

set SYSGEN_WCETK=1

REM BSP features

REM Misc settings

set WINCEDEBUG=debug

set PATH=%PATH%;C:\WINDOWS\system32;C:\WINDOWS;C:\Program Files\ _
Microsoft Platform Builder\6.00\cepb\IdeVS

REM Configuration environment variables

REM Build options

set IMGEBOOT=1

REM Project settings

set _USER_SYSGEN_BAT_FILES=C:\WINCE600\0SDesigns\CEBook\CEBook _
\Wince600\DeviceEmulator_ARMV4I\OAK\MISC\CEBook.bat

REM Locale options

set IMGNOLOC=0

set IMGSTRICTLOC=0

As the code sample shows, PBInitEnv.bat calls Wince.bat. Wince.bat is where the majority of
environment variables are then set. Table 4-3 describes some of the more common environ-
ment variables.
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TABLE 4-3 Environment variables.

Name
_WINCEROOT
_PUBLICROOT
_PROJECTROOT
_PLATFORMROOT
_TGTCPU
_TGTPLAT
_TGTPROJ
_FLATRELEASEDIR

_DEPTREES

QL

LINK

Variable of
SYSGEN_XXX type
Variable of
BSP_XXX and
BSP_NOXXX type
Variable of
MGXXX and
IMGNOXXX type
Variable of
PRJ_XXX type

Image Build Modes

Purpose

Build tree root.

PUBLIC (%_WINCEROOT%\PUBLIC) directory.

OS design build directory.

PLATFORM (%_WINCEROOT%\PLATFORM) directory.
Architecture of the processor for which the system is built.
Target hardware platform (BSP).

Name of the operating system design.

A directory into which all built modules and configuration files are cop-
ied for a subsequent build of a binary image of the operating system.

Specifies which Public directories are processed during the Pre-sysgen
Build and Sysgen stages.

The compiler, Cl.exe, uses this variable. If defined, it appends arguments
in the command line.

The linker, Link.exe, uses this variable. If defined, it prepends arguments
in the command line.

Adds a required component to the OS build.

Specifies which BSP components need to be included or excluded dur-
ing the build.

System image settings (KITL, Kernel Debugger).

Additional project settings.

There are three main modes for building an image: Debug, Release, and Ship. In terms of
build options, Debug and Release modes are mostly as you would expect for Visual Studio,
but they also control some additional settings that are Windows CE specific. In the Visual
Studio integrated environment, you can select a build mode in the Configuration Manager
window that can be called from the Build menu by choosing the Configuration Manager
submenu. You can also set Debug or Ship modes from a build window by setting the
environment variables WINCEDEBUG or WINCESHIP, as described in more detail below.
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In Debug mode, the Kernel Debugger and a Kernel Independent Transport Layer (KITL)
transport mechanism are enabled by default. The debugger outputs verbose informa-
tion, the OS run-time image has a bigger size, and it is executed relatively slowly. This type
of build is not used very often for building an operating system. It is needed only when

it is necessary to debug all modules of the operating system or to use debugging zones.

It may also be needed for debugging the BSP and drivers. For that mode, the values are:
WINCEDEBUG=DEBUG and WINCESHIP=0.

In Release mode, most of the debugging tools are disabled by default. However, because the
Windows CE Kernel Debugger is an OS component, it can be added to the run-time image
and used. Also note that RETAILMSG macro messages continue to be displayed. For that
mode, the values are;: WINCEDEBUG=RETAIL and WINCESHIP=0. In Windows Embedded

CE 6.0, the Kernel Debugger is a component; therefore, it can be added to the run-time im-
age. If you add kernel support to the image, you can debug subprojects of the operating sys-
tem, drivers, and so on without entering Debug mode of the operating system’s code.

A final run-time image available to the end user is usually built in Ship mode, with the de-
bugging tools completely excluded from the image. Ship mode uses the following settings:
IMGNOKITL=1 (KITL is excluded from the image), IMGNODEBUGGER=1 (Kernel Debugger is
excluded from the image), WINCEDEBUG=RETAIL, and WINCESHIP=1. An image built in Ship
mode does not output debugging information, and it suppresses the output of some of the
error messages.

Build Stages

The build process generally consists of five stages, as follows:

1. Pre-sysgen.

2. Sysgen (system generation).

3. Post-sysgen Build.

4. Build Release Directory (Buildrel).

5. Make Run-Time Image (Makeimg).
A typical diagram of building an image (without the Pre-sysgen stage) is shown in Figure 4-1.
The batch file Cebuild.bat manages the Pre-sysgen, Sysgen, and Post-sysgen Build stages;

BuildRel.bat builds a flat build directory; and Makeimg.exe builds the final image. Figure 4-2
shows the main calls to the files responsible for the build.
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FIGURE 4-1 Build stages for building a run-time image
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FIGURE 4-2 Calls to files during run-time image creation
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Pre-Sysgen Build

During the Pre-sysgen stage, the OS components are compiled from Public and, possibly,
Private directories (the list of subdirectories that are being processed is contained in the
environment variable _DEPTREES). A complete Pre-sysgen build is never used—components
of the operating system come in a preassembled form. You can rebuild a certain component
from the command line or from a design interface without having to perform a complete
Pre-sysgen build.

If it is necessary to modify an operating system component located in Public or Private direc-
tories, it is necessary to clone a component and apply changes to your own copy by possibly
moving it to a design directory such as BSP or 3RDPARTY, depending on the purpose of that
component.

Sysgen

After Pre-sysgen, we have a full set of components and technologies that the OS provides.
Sysgen performs several tasks, including dependency resolution, component filtration, and
building OS modules. The built modules include only those technologies and enhance-
ments that were added manually by the developer and automatically during dependency
resolution. During the Sysgen stage, the system processes subdirectories listed in the
_DEPTREES variable. The build process has to go through this stage at least once. It also

has to go through this stage each time an OS component is added or removed (through

the component catalog or directly by setting the SYSGEN_XXX variables). The results of the
Sysgen stage are stored in the %_PROJECTROOT%\cesysgen directory. Filtered libraries are
copied into oak\lib, sdk\lib, and ddk\lib subdirectories; header files and .def files are

copied into oak\inc, sdk\inc, and ddk\inc, as shown in Table 4-4. Modules that are built
during Sysgen are copied into the oak\target subdirectory. During this stage of a build pro-
cess, the main tool is the Sysgen.bat file (located in the %_WINCEROOT%\PUBLIC\COMMON\
OAK\MISC directory). The functionality is determined by the environment variables by means
of launching the batch file %_PROJECTROOT%\OAK\misc\cesysgen.bat.

TABLE 4-4 Filtered and resulting files.

Filtered files Resulting files

Sdk\Inc\** Cesysgen\Sdk\Inc
Oak\Inc\** Cesysgen\Oak\Inc
Ddk\Inc\** Cesysgen\Ddk\Inc

Oak\Files\Common\** Cesysgen\Oak\Files
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The filtration of header files and .def files is done by using the Cefilter.exe utility. While
processing files, Cefilter.exe is looking for the following comments in the file text, and it
performs necessary filtration actions:

// @CESYSGEN IF [!J<Component> [[OR | || | AND | &&] [!JComponent]

// @CESYSGEN ELSE

// @CEYSSGEN ELSE IF [!]<Component> [[OR | || | AND | &&] [!]Component]
// @CESYSGEN ELSEIF [!]<Component> [[OR | || | AND | &&] [!]Component]

// @CESYSGEN ENDIF

If the file is not C/C++, then suitable comment symbols are used, such as a semicolon or
pound sign instead of two slashes. In the code sample above, <Component> represents vari-
ables that are generated from the SYSGEN_XXX type variable during the Sysgen stage. These
can be variables that determine modules and appear as <module_MODULES_<submodule>
(for example, DCOM_MODULES_DLLHOST, CE_ MODULES_SHELL, IE_MODULES_WININET),
or <module>_<component> (e.g., DEVICE_DEVCORE, FILESYS_FSHEAP).

To launch Sysgen from a Visual Studio menu, it is necessary to select Build submenu, and
then Build <Design name>. Alternatively, you can also launch Sysgen from the command-line
build window by running the Blddemo.bat —q command.

The Sysgen stage takes a considerable amount of time to complete. In order to reduce

the execution time of the Sysgen stage, in the _DEPTREES variable you can specify only
those directories that must go through Sysgen. To do that, it is necessary to create a
%_TGTPROJ%.bat batch file in the OS design directory (_ PROJECTROQT) with the following
contents: set _DEPTREES=<dirl> <dir2>... <dirX>, where dirX is a subdirectory in the Private
or Public directories.

Post-Sysgen Build

During the Post-sysgen build stage, BSP and subprojects that are added to the OS design are
built. The build process uses header files that were filtered during the previous stage, .def
files, and static libraries. Errors that occur during that stage are usually caused by a lack of
the necessary functionality and are resolved by adding the required components (setting
environment variables) and subsequently running the Sysgen stage again. BSP develop-

ers have an opportunity to perform Sysgen BSP filtration of BSP components depending

on the OS functionality they choose (it must be supported by the BSP). To accomplish that,
the BSP directory must have a Cesysgen subdirectory that contains a Makefile file. Most

BSP packs that provide this functionality simply include the \PUBLIC\COMMON\cesysgen\
CeSysgenPlatform.mak file in their Makefile files.

To launch a build of the BSP and all of the subprojects, from the Visual Studio menu, select
Build, Advanced Build Commands, and then select Build Current BSP and Subprojects.
Alternatively, from a command line, type Blddemo.bat —gbsp. To build an individual sub-
project, from the Visual Studio menu select Build from the Subproject context menu.
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Alternatively, from a command line, type Build.exe after changing to the Subproject
directory, which contains the Dirs or Sources files.

Build Release Directory (Buildrel)

During the Buildrel stage, the files received after Sysgen and Post-sysgen Build stage pro-
cessing are copied to a flat build directory (_FLATRELEASEDIR), where a run-time image of
the operating system is being built. The directory is called flat because all files are copied
without file paths. The content of the following directories is copied to the _FLATRELEASEDIR
directory.

%_PROJECTROOT%\Cesysgen\Oak\Files

%_PROJECTROOT%\0ak\Files

%_PROJECTROOT%\Cesysgen\Oak\Target\%_ TGTCPU%\%WINCEDEBUG% %_PROJECTROOT%\Oak\Target\%_
TGTCPU%\%WINCEDEBUG%

%_PLATFORMROOT%\%_TGTPLAT%\Target\%_ TGTCPU%\%WINCEDEBUG%
%_PLATFORMROOT%\%_TGTPLAT%\Files

%_PLATFORMROOT%\%_TGTPLAT%\cesysgen\Files

To enable automatic copying of executable files during a module build, it necessary to set
the WINCEREL variable in the Sources configuration file. This ensures that when the initial
file of one component (such as the BSP) is changed, you do not have to go through the
Buildrel stage again. Despite the ability to copy executable files automatically during the
build process, you have to run the Buildrel stage at least once in order to copy all necessary
executable and configuration files. When changes are made to configuration files, the
Buildrel stage has to be run again.

For NTFS volumes, hard links to files are used instead of file copies by default. When editing
hard-linked files, it is important to keep in mind that this modifies the initial files directly. The
BUILDREL_USE_COPY environment variable sets the copying method.

Copying can be launched manually. To do that, from the Visual Studio main menu, select
Build, and then Copy Files to Release Directory. Alternatively, from the command-line build
window, type BuildRel.bat.

Make Run-Time Image (Makeimg)

During the final stage, the content of the flat build directory (_LFLATRELEASEDIR) is as-
sembled into a binary run-time image named NK.BIN or NK.NBO. The making of an image is
managed by the Makeimg.exe utility. Let us look at the steps that need to be taken during
the Makeimg stage to form a monolithic image of the operating system.

First, the Fmerge.exe utility merges the following configuration files and initialization files:
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1. The .bib files are merged into a CE.bib file (a configuration file that contains a list of files
and parameters for forming a monolithic image).

2. The .reg files are merged into a Reglnit.ini file (registry initialization file).
3. The .dat files are merged into an InitObj.dat file (object store initialization file).
4. The .db files are merged into an InitDB.ini file (database initialization file).

After than, the Reglnit.ini file is compressed into a binary file named Default.fdf.

The system then localizes executable files and libraries by replacing the resources according
to a selected language, as determined by the LOCALE variable. At the end, the Romimage.exe
utility creates a binary image of the system from the files specified in Ce.bib. Romimage.exe
makes it possible to create a system image in several formats. The main format is a tagged
binary image of the system (.bin). A ready .bin file can be converted into an absolute binary
format (NBx) or a 32-bit Motorola SRE format by using the CvrtBin.exe utility.

The image-build procedure can be launched manually. In order to do that, from the Visual
Studio main menu, select Build and then Make Run-Time Image. Alternatively, from the com-
mand line, run Makeimg.exe.

Table 4-5 lists the necessary build stages depending on changes in the OS design.

TABLE 4-5 Build stages required based on OS design changes.

Adding/Removing Directory
BSP and Subprojects Image Settings Components

Sysgen - - +
Post-sysgen Build + Possible +
Buildrel Possible + +
Makeimg + + +

CONFIGURATION FILES
Binary Image Builder (.Bib)

The .bib files describe the memory structure (ROM/RAM) and specify what files need to be
included into the image; they also contain additional configuration parameters related to the
memory. A merged .bib file named CE.bib, which the Romimage.exe utility uses for forming a
monolithic image, contains the following .bib files:

m  BSP files (Config.bib, Platform.bib).

B Files of selected Windows CE components (Common.bib, and so on).
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B OS design files (Project.bib and subproject .bib files).

The .bib files are text files. Their content is divided into the MEMORY, CONFIG, MODULES,
and FILES sections.

MEMORY Section

This section is usually located in the Config.bib files, and it determines the allocation of the
virtual address space among applications and the system image. Each entry in the MEMORY
section that describes a memory region contains the following fields: region name, initial
memory address, size, and type. The fields are written as one line and are separated by
spaces and/or tabular symbols. Region names have to be unique except for the reserved
name, RESERVE, which can be used more than once. Regions that contain RESERVE in their
name reserve the memory regions that are not used by the system image.

The types of memory that show how each memory region will be used are listed in
Table 4-6.

TABLE 4-6 Memory region types and usage.

Memory Type Purpose

RAM Used by the system kernel for the program and file system in the memory.
This type of region must be aligned by page boundaries (4 KB).

RAMIMAGE This type of memory region is marked as read-only. This region stores the sys-
tem image, which includes the execute in place (XIP)module that is executed
locally. On the physical level, this can be a memory region where the system
image or flash memory (which is addressed by the processor directly) is load-
ed. The Romimage.exe utility creates a binary file (.bin) for this region type.
This type of region must be aligned by page boundaries (4 KB).

RESERVED Romimage.exe does not process this type of region. Developers process and
use this memory type for information purposes, such as specifying the
memory region that is used by the device buffer.

FIXUPVAR Enables you to set values of the global variables of the kernel during the
MAKEIMG stage. The starting address for a variable is always 0, and instead of
the size in bytes, it specifies a needed value.

CONFIG Section

This section is usually located in the Config.bib file and is optional. It contains additional
parameters for configuring the system image. Listed below are some of the parameters that
can be used:

B AUTOSIZE (ON|OFF) enables you to automatically allocate space that the run-time
image does not use for applications. By default, Romimage.exe disables AUTOSIZE.
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B COMPRESS (ON|OFF) enables compression of the files that are loaded into the
memory and are not executed in place (XIP). The compression component has to be
present in the system image in order to support file compression functionality. By
default, Romimage.exe enables compression.

B ROMSTART is a virtual address of the ROM beginning.
B ROMSIZE is the size of the ROM in bytes.
B ROMWIDTH is the width of the ROM in bits.

If the ROMSTART, ROMSIZE and ROMWIDTH variables are set, Romimage.exe builds a
run-time image in the absolute binary data format (.nb0 or .abx).

®m  SRE (ON|OFF) is used for creating an image in Motorola-S format. This option is dis-
abled by default.

Table 4-7 shows a sample entry in the CONFIG section.

TABLE 4-7 CONFIG section entry.

NK 8C800000 00800000 RAMIMAGE
RAM 8C050000 007B0000 RAM
nk.exe:gpdwVariable 00000000 00000006 FIXUPVAR

MODULES Section

This section contains a list of system image modules that are executed in place without be-
ing additionally loaded into the memory and cannot contain more than 2,000 modules. This
section may include all executable modules and libraries except for the applications written
with managed code, because the latter require that they are additionally loaded into the
memory. Each entry in the MODULES section that describes an included module contains the
following fields: name, path, region, and attributes. The fields are written on one line and are
separated by one or more spaces or tabular symbols.

The Name field denotes the file's name in the image, and it may not coincide with the initial
name of the file; paths are not used. A full path to a module in the file system is stored on
the developer’s machine. The Region field denotes the RAMIMAGE regions specified in the
MEMORY section into which the module is added. Table 4-8 shows some possible attribute
values, which can be combined.
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TABLE 4-8 Attribute values.

Attribute
S

H
R
D

KorZzZ

Purpose

System file.

Hidden file.

Compress the resources. Applies to the MODULES section only.

Disables module debugging.

Module needs to be prepared for execution in the kernel address space (to map
the address).

Do not compress the file.

Module needs to be prepared for execution in the user address space and the
kernel address space. The line,

file.dll $(_FLATRELEASEDIR)\file.dll SHQ is converted into

k file.dll $(_FLATRELEASEDIR)\file.dll SHK and

file.dll $(_FLATRELEASEDIR)\file.dll SH.

Compress module.

Mark module as non-trusted. Applies to the MODULES section only.

Do not check CPU type specified in file header. Usually used for resource libraries.
Sign module and include signatures to the ROM. Applies to the MODULES section
only.

Signals that the kernel must not demand page the module. By default, the kernel
demand pages modules as needed. This flag is usually set for system services that
are called in paging, or which are in out-of-memory (OOM) condition. Applies
only to the MODULES section.

Keep module uncompressed.

A sample entry in the MODULES section:

INIT.EXE $(_FLATRELEASEDIR)\INIT.EXE NK SH
MYDLL.DLL $(_FLATRELEASEDIR)\MYDLL.DLL NK SHC

FILES Section

Files from this section are loaded into the device memory region that is available for applica-
tions. As a rule, these files include program data and managed code applications files. The
files from this section are compressed by default. Before being loaded in the memory, the
compressed files are decompressed. The file entry format is the same as one in the MODULES

section.
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Object Store Initialization Files (.Dat)

The .dat files are used for initializing a file system in the memory (RAM file system). During
the MAKEIMG stage, .data files are merged into the InitObj.dat file. The resulting InitObj.dat
file is used by Filesys.dll for creating a directory tree of the file system in the memory. Entries
in the DAT files have the following format:

root:[-Directory(“<directory name>")] [-File(“<final_file_name>", “<initial_file>")]

where <directory_name> is the name of the directory, <final_file_name> is the final name of
the file that is copied from the \Windows directory, and <initial_file> is the name of the initial
file in the \Windows directory.

The following content of a .dat file is created the Program Files directory and its My Projects
subdirectory and is copied by the MyProg.exe file into the Program Files directory:

Root:-Directory(“Program Files”)
Directory(“\Program Files”):-Directory(“My Projects”)
Directory(“\Program Files”):-File(“MyProg.exe», “\Windows\MyProg.exe”)

Registry Initialization Files (.Reg)

Registry files form the initial registry of the operating system. The format of Windows
Embedded CE registry files is similar to that of the desktop version of Windows. During the
MAKEIMG stage, all registry files in the build directory (_FLATRELEASEDIR) are merged into
the Reglnit.ini file in the following order:

1. Registry files of components of the operating system (Common.reg, IE.reg, Wceapps.
reg, Wceshell.reg).
2. Registry files of subprojects that were added to the OS design.

3. Project.reg is created for each design of the operating system. It enables you to add
general configuration settings to the current design and to redefine registry settings of
the OS components and subprojects.

4. Platform.reg is usually provided by the BSP manufacturer and includes the initial regis-
try settings for hardware (BSP and device drivers).

Therefore, Project.reg settings can redefine the component settings, whereas Platform.reg
settings can redefine the settings for all other files.

Database Initialization Files (.Db)

During the MAKEIMG stage, .db files are merged into an InitDB.ini file and are used for ini-
tializing EDB databases that are included in the image. The entry format is described in detail
in the supplied .db files.





